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Abstract: In recent years, mass migration movements have led to significant transformations in national and
international security policies. During this period, the integration of new technologies has become inevitable
across various domains, such as border security, identity verification, risk analysis, and humanitarian aid
coordination. Artificial intelligence (AI) technologies have consequently emerged as vital tools in the field of
migration security. This study examines Al-supported migration security practices within the context of
migration crises, focusing specifically on biometric identification, risk analysis, and real-time monitoring
systems. Through a holistic approach, the research evaluates their implementation methods, operational
advantages, and the accompanying ethical, legal, and societal challenges. Conducted within a qualitative
research framework, the study analyzes official documents published by institutions under the Ministry of
Interior of the Republic of Tiirkiye, alongside reports from international organizations such as UNHCR, IOM,
and FRONTEX, utilizing document analysis. The findings indicate that while Al-supported applications may
increase the vulnerability of migrants, security-oriented approaches also play a decisive role in social
integration processes. In this context, the study aims to rethink the relationship between technology and society
from a social science perspective, emphasizing the critical importance of human rights, transparency, and
accountability in migration management.

Keywords: Artificial Intelligence, Migration Security, Syrian Crisis, Biometric Identification, Border
Management

Oz: Son yillarda yasanan kitlesel go¢ hareketleri, ulusal ve uluslararasi giivenlik politikalarinda koklii
degisimlere yol agmistir. Bu siiregte sinir giivenliginden kimlik dogrulamaya, risk analizinden insani yardim
koordinasyonuna kadar pek ¢ok alanda yeni teknolojilerin devreye alinmasi kaginilmaz hale gelmistir. Yapay
zeka (YZ) teknolojileri, biiyiik veri analizi, gercek zamanli izleme ve otomatik karar destek sistemleri gibi
yetenekleri sayesinde go¢ giivenligi alaninda 6nemli bir arag haline gelmistir. Bu calismada, YZ destekli go¢
giivenligi uygulamalari gog krizi baglaminda ele alinmaktadir. S6z konusu teknolojilerin uygulama bigimleri,
operasyonel avantajlar1 ve beraberinde getirdigi etik, hukuki ve toplumsal sorunlar biitiinciil bir yaklagimla
degerlendirilmektedir. Nitel arastirma ydntemi gercevesinde yiiriitiilen ¢alismada, Tiirkiye Cumhuriyeti I¢isleri
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Bakanligi’na baglh kurumlarin yayimladigi resmi belgeler ile UNHCR, IOM ve FRONTEX gibi kuruluglarin
raporlart dokiiman analizi yontemiyle incelenmistir. Arastirma bulgulari, yapay zeka destekli uygulamalarin
gocmenlerin kirllganligini artirabilecegi gibi, glivenlik temelli yaklasimlarin sosyal biitlinlesme siiregleri
iizerinde de belirleyici rol oynadigini ortaya koymaktadir. Bu baglamda ¢aligma, teknoloji toplum iligkisini
sosyal bilimsel bir perspektifle yeniden diisiinmeyi amacglamaktadir. Ayrica go¢ yonetiminde insan haklari,
seffaflik ve hesap verebilirlik ilkelerinin dnemine vurgu yapmaktadir.

Anahtar Kelimeler: Yapay Zeka, Go¢ Giivenligi, Suriye Krizi, Biyometrik Kimlik Dogrulama, Sinir
Y 6netimi.
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Structured Abstract

Over the past decade, the escalating complexity and volumetric scale of irregular migration flows have
fundamentally reconfigured national and international security priorities. Traditional paradigms of border
management have proved inadequate in addressing contemporary migratory mobilities characterized by
transnational illicit networks, high-velocity movement, and systemic humanitarian emergencies. Consequently,
the integration of artificial intelligence (AI) technologies into border security and migration governance has
emerged as a critical structural innovation. Al-enabled systems allow sovereign states to optimize operational
efficacy through advanced big data analytics, real-time surveillance, biometric verification, and automated
administrative decision-making.

This study investigates how Tiirkiye has institutionalized Al-supported technologies within its broader
migration and border security apparatus, specifically in the post-Syrian crisis landscape. It addresses three core
research inquiries: How do Al-driven systems transform the structural governance of migration and security in
Tiirkiye? What are the ensuing ethical, legal, and socio-political implications of these technologies? Why has
algorithmic automation become central to Tiirkiye’s digital migration security architecture? By doing so, the
study posits Tiirkiye’s empirical trajectory as a critical case study reflecting both the operational utility and the
structural tensions of Al integration in contemporary migration governance.

The theoretical framework synthesizes securitization theory and surveillance studies. Drawing upon
the Copenhagen School (Buzan, Weaver, & de Wilde, 1998), the research underscores that security threats are
constructed not merely through objective metrics of danger, but through the discursive practices of political
actors. Consequently, framing migration as an existential security threat legitimizes exceptional governance
mechanisms, including pervasive digital surveillance and automated risk profiling.

Furthermore, the study engages the biopolitical analytics of surveillance conceptualized by Foucault
(1977) and Lyon (2001). In Al-governed border spaces, the systemic collection, extraction, and categorization
of biometric data transform migrants into digitized subjects, thereby reinforcing state sovereignty and
asymmetrical power dynamics. Complementing this, Gonzalez’s (2019) conceptualization of "digital borders"
demonstrates how technological infrastructures project state power far beyond physical territorial
demarcations. Thus, Al technologies operate dually as technical instruments and political mechanisms that
continuously redefine the juridical and social boundaries of citizenship, identity, and belonging.

By bridging these theoretical lenses, this research conceptualizes Al not as a neutral administrative
tool, but as a socio-technical assemblage that embeds specific ideological and normative presuppositions within
its algorithmic architecture. The study contributes to the burgeoning literature on the dual-use nature of digital
governance in migration management—acting simultaneously as an instrument of administrative efficiency
and an apparatus of social control.

Methodologically, the study adopts a qualitative design underpinned by systematic document analysis.
Primary empirical data are drawn from official legislative publications, policy declarations, and strategic
frameworks promulgated by agencies under the Ministry of Interior of the Republic of Tiirkiye, most notably
the Directorate General of Migration Management (DGMM). Secondary data encompass evaluative reports
published by international bodies, including the UNHCR, IOM, FRONTEX, Europol, and the European
Commission.

The gathered texts were subjected to thematic coding to isolate patterns in the operationalization of
Al technologies across three principal dimensions: (1) biometric identification and digital profiling, (2)
algorithmic risk assessment and automated decision support systems, and (3) real-time surveillance protocols
and cross-border intelligence interoperability. Analytical reliability was reinforced through cross-source
triangulation between national institutional outputs and international reporting, while theoretical sensitivity
ensured the interpretation of data remained anchored within securitization and biopolitical frameworks.

The empirical findings demonstrate that Tiirkiye’s digital migration security framework functions as
a multi-layered, technologically mediated apparatus. Al-supported instruments are leveraged to augment the
precision, velocity, and predictability of border enforcement, thereby fusing disparate administrative databases
into an interconnected governance matrix.

Specifically, Tiirkiye’s national GdgNet infrastructure consolidates comprehensive biometric
records—encompassing fingerprints, facial morphology, and iris scans—of populations under temporary
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protection. These datasets facilitate real-time identity authentication, spatial mobility tracking, and
administrative risk assessment. Similarly, Mobile Migration Points, deployed as Al-enhanced verification units
across metropolitan zones, enable decentralized biometric screening and immediate database synchronization.
While these innovations consolidate state bureaucratic oversight, they simultaneously generate acute concerns
regarding data consent, informational privacy, and inherent algorithmic bias.

Machine learning algorithms scrutinize biographical indicators, transit itineraries, and digital
footprints to forecast latent security vulnerabilities. Paralleling the European Union’s experimental iBorderCtrl
framework, emerging technological protocols in Tiirkiye classify individuals through algorithmic risk metrics
that directly inform border clearance or detention protocols. Although such systems maximize administrative
efficiency, they carry a high risk of reproducing systemic biases embedded within training datasets, rendering
transparency and explainability indispensable prerequisites for protecting procedural due process.

At the infrastructural level, ASELSAN’s electro-optic surveillance networks, reinforced by uncrewed
aerial vehicles (UAVs) and ground-penetrating radar arrays, provide continuous perimeter oversight..
Moreover, institutionalized data-sharing agreements with Europol, Interpol, and the UNHCR optimize
transnational cooperation against human trafficking and smuggling, albeit raising critical questions concerning
jurisdictional accountability, data privacy, and state sovereignty.

The broader theoretical discussion reveals that Al-driven infrastructures do more than merely enhance
administrative performance; they fundamentally reconstruct state—society relations by expanding the
architecture of digital panopticism. The migration-security nexus in Tirkiye illustrates how algorithmic
governance accelerates the securitization of human mobility, giving rise to novel modalities of inclusion and
exclusion across physical and virtual domains.

The study concludes that Al-supported border technologies constitute a profoundly transformative yet
structurally ambivalent development in contemporary migration governance. While they afford unprecedented
optimization in managing high-volume population movements, they concurrently risk normalizing pervasive
digital surveillance and eroding human agency in consequential administrative determinations.

Consequently, the institutionalization of Al within migration security must be governed by strict
human rights compliance, emphasizing transparency, proportionality, and institutional accountability. Legal
frameworks, including Tiirkiye’s Personal Data Protection Law (KVKK) and the EU’s General Data Protection
Regulation (GDPR), require harmonization to mitigate the unauthorized exploitation of sensitive biometric
information. Ethical algorithmic governance remains a vital prerequisite for preserving the legitimacy of
modern digital border regimes.

Ultimately, Tiirkiye’s institutional experience offers valuable empirical insights for states striving to
balance national security imperatives with human dignity in the digital era. Future scholarly inquiry must
investigate mechanisms for auditing and contesting algorithmic determinations to ensure that artificial
intelligence serves as an instrument of equitable facilitation rather than systemic exclusion. Sustainable
migration governance necessitates not only advanced technological proficiency, but an uncompromising
normative commitment to justice, transparency, and human-centric policymaking.

Keywords: Artificial Intelligence, Migration Security, Syrian Crisis, Biometric Identification, Border
Management
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Résumé Structuré

Au cours de la derniére décennie, la complexité croissante et I’ampleur quantitative des flux
migratoires irréguliers ont profondément reconfiguré les priorités nationales et internationales en matiére de
sécurité. Les paradigmes traditionnels de gestion des frontiéres se sont révélés insuffisants pour répondre aux
formes contemporaines de mobilité migratoire, caractérisées par des réseaux illicites transnationaux, une forte
vélocité des déplacements et des situations d’urgence humanitaire systémiques. Dans ce contexte, I’ intégration
des technologies d’intelligence artificielle (IA) dans la sécurité des fronticres et la gouvernance migratoire s’est
imposée comme une innovation structurelle majeure. Les systémes fondés sur I'IA permettent aux Etats
souverains d’optimiser leur efficacité opérationnelle grace a 1’analyse avancée des mégadonnées, a la
surveillance en temps réel, a la vérification biométrique et a I’automatisation de la prise de décision
administrative.

La présente étude examine la maniére dont la Tiirkiye a institutionnalisé les technologies assistées par
I’IA au sein de son dispositif global de gestion des migrations et de sécurité frontaliére, notamment dans le
contexte consécutif a la crise syrienne. Elle s’articule autour de trois questions de recherche principales :
comment les systémes pilotés par I’IA transforment-ils la structure de gouvernance des migrations et de la
sécurité en Tirkiye ? Quelles sont les implications éthiques, juridiques et sociopolitiques qui découlent de
I’utilisation de ces technologies ? Pourquoi I’automatisation algorithmique est-elle devenue un élément central
de I’architecture numérique turque de sécurisation des migrations ? A travers ces interrogations, 1’étude
appréhende la trajectoire empirique de la Tiirkiye comme une étude de cas critique permettant de mettre en
évidence a la fois 1’utilité opérationnelle et les tensions structurelles inhérentes a 1’intégration de I’IA dans la
gouvernance migratoire contemporaine.

Le cadre théorique articule la théorie de la sécuritisation et les études sur la surveillance. S’ appuyant
sur I’Ecole de Copenhague (Buzan, Waver, & de Wilde, 1998), la recherche souligne que les menaces
sécuritaires ne sont pas construites uniquement a partir de mesures objectives du danger, mais également a
travers les pratiques discursives des acteurs politiques. Dés lors, la construction de la migration en tant que
menace existentielle pour la sécurité légitime le recours a des mécanismes exceptionnels de gouvernance,
notamment a une surveillance numérique généralisée et au profilage automatisé des risques.

L’étude mobilise également les analyses biopolitiques de la surveillance conceptualisées par Foucault
(1977) et Lyon (2001). Dans les espaces frontaliers gouvernés par I'lA, la collecte, ’extraction et la
catégorisation systématiques des données biométriques transforment les migrants en sujets numérisés,
renforgant ainsi la souveraineté étatique et les rapports de pouvoir asymétriques. En complément, la
conceptualisation des « frontieres numériques » proposée par Gonzalez (2019) montre comment les
infrastructures technologiques permettent de projeter le pouvoir étatique bien au-dela des délimitations
territoriales physiques. Les technologies d’IA fonctionnent ainsi simultanément comme des instruments
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techniques et des mécanismes politiques qui redéfinissent en permanence les fronti¢res juridiques et sociales
de la citoyenneté, de I’identité et de 1’appartenance.

En articulant ces différentes perspectives théoriques, cette recherche conceptualise I’IA non pas
comme un outil administratif neutre, mais comme un assemblage sociotechnique incorporant des présupposés
idéologiques et normatifs spécifiques dans son architecture algorithmique. L’étude contribue ainsi a la
littérature émergente consacrée au caracteére dual de la gouvernance numérique dans la gestion migratoire,
celle-ci fonctionnant simultanément comme un instrument d’efficacité administrative et comme un dispositif
de contrdle social.

Sur le plan méthodologique, 1’étude adopte une approche qualitative fondée sur une analyse
documentaire systématique. Les données empiriques primaires sont issues de publications législatives
officielles, de déclarations de politique publique et de cadres stratégiques émanant des organismes relevant du
ministére de I’Intérieur de la République de Tiirkiye, au premier rang desquels la Direction générale de la
gestion des migrations (DGMM). Les données secondaires comprennent des rapports d’évaluation publiés par
des organismes internationaux, notamment le Haut-Commissariat des Nations Unies pour les réfugiés
(HCR/UNHCR), I’Organisation internationale pour les migrations (OIM/IOM), FRONTEX, Europol et la
Commission européenne.

Les textes recueillis ont fait I’objet d’un codage thématique visant & identifier les régularités dans
I’opérationnalisation des technologies d’IA selon trois dimensions principales : (1) I’identification biométrique
et le profilage numérique ; (2) 1’évaluation algorithmique des risques et les systémes automatisés d’aide a la
décision ; et (3) les protocoles de surveillance en temps réel et l’interopérabilité transfrontaliére des
renseignements. La fiabilité analytique a été renforcée par une triangulation intersources entre les productions
institutionnelles nationales et les rapports internationaux, tandis qu’une sensibilité théorique constante a permis
de maintenir I’interprétation des données dans les cadres analytiques de la sécuritisation et de la biopolitique.

Les résultats empiriques montrent que le dispositif numérique turc de sécurisation des migrations
fonctionne comme un appareil multicouche a forte médiation technologique. Les instruments assistés par I'TA
sont mobilisés afin d’accroitre la précision, la rapidité et la prédictibilité du contréle frontalier, tout en intégrant
des bases de données administratives hétérogenes au sein d’une matrice de gouvernance interconnectée.

Plus précisément, I’infrastructure nationale turque GogNet centralise des dossiers biométriques
exhaustifs — comprenant les empreintes digitales, la morphologie faciale et les scans de I’iris — relatifs aux
populations placées sous protection temporaire. Ces ensembles de données permettent I’authentification de
I’identité en temps réel, le suivi de la mobilité spatiale et I’évaluation administrative des risques. De méme, les
Points mobiles de migration (Mobile Migration Points), déployés dans les zones métropolitaines en tant
qu’unités de vérification renforcées par I’IA, permettent un contrdle biométrique décentralisé ainsi qu’une
synchronisation immédiate avec les bases de données. Si ces innovations renforcent la capacité de supervision
bureaucratique de I’Etat, elles suscitent simultanément de sérieuses préoccupations relatives au consentement
au traitement des données, a la confidentialité informationnelle et aux biais algorithmiques intrinséques.

Les algorithmes d’apprentissage automatique analysent les indicateurs biographiques, les itinéraires
de transit et les empreintes numériques afin d’anticiper des vulnérabilités sécuritaires latentes. A ’instar du
dispositif expérimental européen iBorderCtrl, les protocoles technologiques émergents en Tiirkiye classifient
les individus au moyen d’indicateurs algorithmiques de risque qui influencent directement les procédures
d’autorisation de franchissement des frontiéres ou de placement en rétention. Bien que de tels systémes
maximisent 1’efficacité administrative, ils présentent un risque élevé de reproduction des biais systémiques
incorporés dans les jeux de données d’entralnement, faisant ainsi de la transparence et de 1’explicabilité des
conditions indispensables a la protection des garanties procédurales et du droit & une procédure régulicre.

Au niveau infrastructurel, les réseaux de surveillance électro-optiques d’ASELSAN, renforcés par des
véhicules aériens sans équipage (UAV) et des réseaux de radars a pénétration de sol, assurent une surveillance
continue du périmetre frontalier. Directement intégrés au Systéme intégré d’information de la Gendarmerie
(JABS) et a GogNet, ces dispositifs matérialisent un paradigme sécuritaire prédictif fondé sur les données. En
outre, les accords institutionnalisés de partage de données avec Europol, Interpol et le HCR optimisent la
coopération transnationale en maticre de lutte contre la traite des étres humains et le trafic illicite de migrants,
tout en soulevant des interrogations majeures concernant la responsabilité juridictionnelle, la protection des
données et la souveraineté étatique.
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La discussion théorique élargie révele que les infrastructures pilotées par I’IA ne se limitent pas a
améliorer les performances administratives ; elles restructurent fondamentalement les relations entre 1’Etat et
la société en élargissant 1’architecture du panoptisme numérique. Le nexus migration-sécurité en Tiirkiye
illustre la maniére dont la gouvernance algorithmique accélére la sécuritisation de la mobilité humaine, donnant
naissance a de nouvelles modalités d’inclusion et d’exclusion dans les espaces tant physiques que virtuels.

L’étude conclut que les technologies frontaliéres assistées par I’[A constituent une évolution
profondément transformatrice, mais structurellement ambivalente, de la gouvernance migratoire
contemporaine. Si elles offrent des possibilités sans précédent d’optimisation de la gestion des mouvements de
population a grande échelle, elles risquent simultanément de normaliser une surveillance numérique
généralisée et d’éroder la capacité d’action humaine dans les processus de décision administrative produisant
des conséquences substantielles pour les individus.

En conséquence, I’institutionnalisation de I’IA dans le domaine de la sécurité migratoire doit étre
encadrée par un strict respect des droits humains, fondé notamment sur les principes de transparence, de
proportionnalité et de responsabilité institutionnelle. Les cadres juridiques, notamment la loi turque sur la
protection des données a caractére personnel (KVKK) et le Réglement général sur la protection des données
de I’Union européenne (RGPD/GDPR), doivent faire 1’objet d’une harmonisation afin de prévenir
I’exploitation non autorisée d’informations biométriques sensibles. Une gouvernance algorithmique éthique
demeure, a cet égard, une condition essentielle au maintien de la 1égitimité des régimes contemporains de
frontiéres numériques.

En définitive, 1’expérience institutionnelle de la Tirkiye fournit des enseignements empiriques
précieux aux Etats qui cherchent a concilier les impératifs de sécurité nationale et le respect de la dignité
humaine a 1’ére numérique. Les recherches futures devront examiner les mécanismes permettant d’auditer et
de contester les décisions algorithmiques afin de garantir que I’intelligence artificielle fonctionne comme un
instrument de facilitation équitable plutét que comme un mécanisme d’exclusion systémique. Une gouvernance
durable des migrations requiert ainsi non seulement une maitrise technologique avancée, mais également un
engagement normatif sans compromis en faveur de la justice, de la transparence et de 1’élaboration de politiques
publiques centrées sur I’humain.

Mots-clés: Intelligence artificielle, Sécurité migratoire, Crise syrienne, Identification biométrique,
Gestion des frontieres.

Resumen Estructurado

Durante la Gltima década, la creciente complejidad y la magnitud cuantitativa de los flujos migratorios
irregulares han reconfigurado de manera fundamental las prioridades de seguridad tanto nacionales como
internacionales. Los paradigmas tradicionales de gestion fronteriza han demostrado ser insuficientes para
afrontar las formas contemporaneas de movilidad migratoria, caracterizadas por redes ilicitas transnacionales,
desplazamientos de alta velocidad y emergencias humanitarias de caracter sistémico. En consecuencia, la
integracion de tecnologias de inteligencia artificial (IA) en la seguridad fronteriza y la gobernanza migratoria
se ha consolidado como una innovacion estructural de importancia critica. Los sistemas habilitados por TA
permiten a los Estados soberanos optimizar su eficacia operativa mediante el analisis avanzado de macrodatos
(big data), la vigilancia en tiempo real, la verificacion biométrica y la toma automatizada de decisiones
administrativas.

El presente estudio examina la manera en que Tiirkiye ha institucionalizado las tecnologias
respaldadas por TA dentro de su aparato mas amplio de gestion migratoria y seguridad fronteriza,
particularmente en el escenario configurado tras la crisis siria. La investigacién aborda tres interrogantes
fundamentales: ;como transforman los sistemas impulsados por A la estructura de gobernanza de la migracion
y la seguridad en Tiirkiye? ;Cuales son las implicaciones éticas, juridicas y sociopoliticas derivadas de estas
tecnologias? ;Por qué la automatizacion algoritmica se ha convertido en un componente central de la
arquitectura digital de seguridad migratoria de Tiirkiye? A partir de estas cuestiones, el estudio plantea la
trayectoria empirica de Tiirkiye como un estudio de caso critico que refleja simultaneamente la utilidad
operativa y las tensiones estructurales inherentes a la integracion de la IA en la gobernanza migratoria
contemporanea.
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El marco teodrico articula la teoria de la securitizacién con los estudios sobre vigilancia. Sobre la base
de la Escuela de Copenhague (Buzan, Weaver, & de Wilde, 1998), la investigacion subraya que las amenazas
a la seguridad no se construyen exclusivamente mediante indicadores objetivos de peligro, sino también a
través de las practicas discursivas de los actores politicos. En consecuencia, la construccidon discursiva de la
migracion como una amenaza existencial para la seguridad legitima mecanismos excepcionales de gobernanza,
entre ellos la vigilancia digital generalizada y la elaboracion automatizada de perfiles de riesgo.

Asimismo, el estudio incorpora los analisis biopoliticos de la vigilancia conceptualizados por Foucault
(1977) y Lyon (2001). En los espacios fronterizos gobernados mediante IA, la recopilacion, extraccion y
categorizacion sistematicas de datos biométricos transforman a los migrantes en sujetos digitalizados,
reforzando de este modo la soberania estatal y las relaciones asimétricas de poder. Complementariamente, la
conceptualizacion de las «fronteras digitales» propuesta por Gonzalez (2019) demuestra como las
infraestructuras tecnologicas proyectan el poder estatal mucho mas alla de las delimitaciones territoriales
fisicas. De este modo, las tecnologias de IA operan simultineamente como instrumentos técnicos y
mecanismos politicos que redefinen de manera continua las fronteras juridicas y sociales de la ciudadania, la
identidad y la pertenencia.

Mediante la articulacion de estas perspectivas teoricas, la presente investigacion conceptualiza la IA
no como una herramienta administrativa neutral, sino como un ensamblaje sociotécnico que incorpora
presupuestos ideologicos y normativos especificos en su arquitectura algoritmica. De este modo, el estudio
contribuye a la creciente literatura sobre la naturaleza de doble uso de la gobernanza digital en la gestion
migratoria, que actia simultdneamente como instrumento de eficiencia administrativa y como dispositivo de
control social.

Desde el punto de vista metodologico, el estudio adopta un disefio cualitativo sustentado en un analisis
documental sistematico. Los datos empiricos primarios proceden de publicaciones legislativas oficiales,
declaraciones de politica publica y marcos estratégicos promulgados por organismos dependientes del
Ministerio del Interior de la Republica de Tiirkiye, en particular por la Direccion General de Gestion de la
Migracion (DGMM). Los datos secundarios comprenden informes de evaluacion publicados por organismos
internacionales, entre ellos el Alto Comisionado de las Naciones Unidas para los Refugiados
(ACNUR/UNHCR), la Organizacion Internacional para las Migraciones (OIM/IOM), FRONTEX, Europol y
la Comision Europea.

Los textos recopilados fueron sometidos a codificacion tematica con el propdsito de identificar
patrones relativos a la operacionalizacion de las tecnologias de IA en tres dimensiones principales: (1)
identificacion biométrica y elaboracion de perfiles digitales; (2) evaluacion algoritmica de riesgos y sistemas
automatizados de apoyo a la toma de decisiones; y (3) protocolos de vigilancia en tiempo real e
interoperabilidad transfronteriza de inteligencia. La fiabilidad analitica se reforzé6 mediante la triangulacion
entre fuentes, contrastando los productos institucionales nacionales con los informes internacionales, mientras
que la sensibilidad tedrica permitié mantener la interpretacion de los datos anclada en los marcos de la
securitizacion y la biopolitica.

Los hallazgos empiricos demuestran que el marco digital de seguridad migratoria de Tiirkiye funciona
como un aparato multicapa mediado tecnologicamente. Los instrumentos respaldados por IA se emplean para
incrementar la precision, la rapidez y la capacidad predictiva de la vigilancia y el control fronterizos, integrando
bases de datos administrativas heterogéneas en una matriz de gobernanza interconectada.

En particular, la infraestructura nacional turca Go¢Net consolida registros biométricos exhaustivos —
que comprenden huellas dactilares, morfologia facial y escaneos del iris— de las poblaciones acogidas al
régimen de proteccion temporal. Estos conjuntos de datos facilitan la autenticacién de identidad en tiempo real,
el seguimiento de la movilidad espacial y la evaluacion administrativa de riesgos. De manera analoga, los
Puntos Modviles de Migracion (Mobile Migration Points), desplegados como unidades de verificacion
reforzadas mediante IA en areas metropolitanas, permiten realizar controles biométricos descentralizados y
sincronizar de manera inmediata la informacion con las bases de datos correspondientes. Si bien estas
innovaciones consolidan la capacidad de supervision burocratica del Estado, generan simultaneamente
importantes preocupaciones relacionadas con el consentimiento para el tratamiento de datos, la privacidad de
la informacion y los sesgos algoritmicos inherentes.
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Los algoritmos de aprendizaje automatico analizan indicadores biograficos, itinerarios de transito y
huellas digitales con el proposito de predecir vulnerabilidades latentes en materia de seguridad. De forma
paralela al marco experimental iBorderCtrl de la Unién Europea, los protocolos tecnologicos emergentes en
Tiirkiye clasifican a los individuos mediante métricas algoritmicas de riesgo que inciden directamente en los
procedimientos de autorizacion de cruce fronterizo o de detencién. Aunque estos sistemas maximizan la
eficiencia administrativa, presentan un elevado riesgo de reproducir sesgos sistémicos incorporados en los
conjuntos de datos de entrenamiento, lo que convierte la transparencia y la explicabilidad algoritmica en
requisitos indispensables para garantizar el debido proceso y las garantias procedimentales.

En el plano infraestructural, las redes de vigilancia electrooptica de ASELSAN, reforzadas mediante
vehiculos aéreos no tripulados (UAV) y sistemas de radar de penetracion terrestre, proporcionan una
supervision continua del perimetro fronterizo. Integrados directamente con el Sistema Integrado de
Informacion de la Gendarmeria (JABS) y GogNet, estos recursos materializan un paradigma de seguridad
predictivo y basado en datos. Asimismo, los acuerdos institucionalizados de intercambio de datos con Europol,
Interpol y el ACNUR optimizan la cooperacion transnacional contra la trata de personas y el trafico ilicito de
migrantes, aunque plantean cuestiones criticas relativas a la responsabilidad jurisdiccional, la privacidad de los
datos y la soberania estatal.

La discusion tedrica mas amplia pone de manifiesto que las infraestructuras impulsadas por IA no se
limitan a mejorar el rendimiento administrativo, sino que reconstruyen de manera fundamental las relaciones
entre el Estado y la sociedad mediante la expansion de la arquitectura del panoptismo digital. El nexo entre
migracion y seguridad en Tirkiye ilustra como la gobernanza algoritmica acelera la securitizacion de la
movilidad humana y da lugar a nuevas modalidades de inclusion y exclusion tanto en los espacios fisicos como
en los virtuales.

El estudio concluye que las tecnologias fronterizas respaldadas por IA constituyen un desarrollo
profundamente transformador, aunque estructuralmente ambivalente, en la gobernanza migratoria
contemporanea. Si bien ofrecen posibilidades sin precedentes para optimizar la gestion de movimientos
poblacionales de gran volumen, simultineamente entrafian el riesgo de normalizar una vigilancia digital
generalizada y de erosionar la agencia humana en decisiones administrativas con consecuencias sustanciales
para los individuos.

En consecuencia, la institucionalizacion de la IA en el ambito de la seguridad migratoria debe regirse
por un estricto cumplimiento de los derechos humanos, con especial énfasis en los principios de transparencia,
proporcionalidad y rendicion de cuentas institucional. Los marcos juridicos, incluida la Ley de Proteccion de
Datos Personales de Tiirkiye (KVKK) y el Reglamento General de Proteccion de Datos de la Union Europea
(RGPD/GDPR), requieren una adecuada armonizacion con el fin de mitigar la explotacion no autorizada de
informacion biométrica sensible. La gobernanza algoritmica ética constituye, por tanto, un requisito esencial
para preservar la legitimidad de los regimenes contemporaneos de fronteras digitales.

En ultima instancia, la experiencia institucional de Tiirkiye ofrece valiosas aportaciones empiricas
para los Estados que aspiran a conciliar los imperativos de seguridad nacional con la proteccion de la dignidad
humana en la era digital. Las investigaciones futuras deberan examinar los mecanismos destinados a auditar e
impugnar las determinaciones algoritmicas, a fin de garantizar que la inteligencia artificial funcione como un
instrumento de facilitacion equitativa y no como un mecanismo de exclusion sistémica. Una gobernanza
migratoria sostenible exige no solo un elevado nivel de competencia tecnoldgica, sino también un compromiso
normativo irrenunciable con la justicia, la transparencia y la formulacion de politicas publicas centradas en el
ser humano.

Palabras clave: Inteligencia artificial, Seguridad migratoria, Crisis siria, Identificacion biométrica,
Gestion fronteriza.
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CTpyKTYpHPOBaHHAs1 AHHOTALUS

3a mocnenHee ACCSATWIETHE BO3PACTaloONIas CIOXKHOCTh M MacTad HEpPEryISIpPHBIX MHUTPALMOHHBIX
MIOTOKOB KOPEHHBIM 00pa3oM H3MEHWJIHM MPHOPUTETHl HAIMOHAIBHOH M MEXIYHApOTHOHW OE30IacHOCTH.
TpaguOuOHHBIE TApagUrMbl YOPAaBICHUSA TPAaHULIAMH IPOAEMOHCTPHPOBAIM CBOK HENOCTATOYHYIO
3¢ GEKTUBHOCTE B  YCIIOBHSAX COBPEMEHHBIX MUTPAlMOHHBIX IIEPEMEUICHUH, XapaKTePH3YIONIIHXCS
JIESITEIbHOCTBIO TPAHCHALMOHAIBHBIX HENETaNbHBIX CETEH, BBICOKOH HHTEHCHBHOCTBIO M CKOPOCTBIO
MOOMJIBHOCTH, @ TaKX€ CHCTEMHBIMH T'yMaHMTapHBIMH YpPE3BbIYalHBIMHM CUTYyalUsIMH. B 3THX ycloBHsX
MHTETpalysi TEXHOJIOTHH McKyccTBeHHoro uHTeiuiekta (W) B cucTembl morpaHuyHOil 0€30IacHOCTH H
yIpaBJeHUs] MUTpaluell mpuodpesia 3HAYCHUE KPUTHUYECKH BAXKHOW CTPYKTYpHOH HMHHOBauuu. CHCTEMBI,
OCHOBaHHbIE Ha TexHoJorusax MU, no3BosstoT CyBEpeHHBIM IOCYJapCTBaM ONTHUMU3UPOBAThH ONEPALUOHHYIO
3 PEKTUBHOCTh NOCPEACTBOM pACIIMPEHHONW aHAIUTHKH OOJBLIMX JAHHBIX, MOHHUTOPUHIa B pEXHME
peanbHOTO  BpPEMEHHM, OHMOMETpHYEeCKOW  BepHU(pHKAMM ¥ ABTOMATHU3MPOBAHHOTO  IPUHATHS
aJMUHUCTPATUBHBIX PEIICHH.

Hacrosimee — mcciemoBaHHe — IOCBAIICHO — aHANIM3Y  TOro, KakuM  obOpasom  Tirkiye
MHCTUTYLIMOHATM3UPOBAA TEXHOJOTHH, MOJICPKHBaeMbIe HCKYCCTBEHHBIM HHTEIEKTOM, B paMKax Ooiee
IIMPOKON CHCTEMBI YIPABICHUSI MHUTPAieil 1 00ecIeueHUs] MOrpaHNYHON 0E30MaCHOCTH, B OCOOCHHOCTH B
KOHTEKCTe, C(HOPMHUPOBABLIEMCS IOCIE CHPHICKOr0 KpH3uca. B HCclemoBaHHM paccMaTpUBAIOTCSA TPH
KJIIOYEBBIX BOIpOCA: KakuM OOpa3oM CHUCTEMbI, OCHOBaHHble Ha W, TpaHCHOPMHUPYIOT CTPYKTypHBIE
MEXaHU3MBbl yIpaBlieHHus: Murpauueid u 6esomnacHocteio B Tiirkiye? KakoBbl 00ycioBIeHHbIE IPUMEHEHUEM
3TUX TEXHOJNOTMH OSTHYECKHEe, TIIPaBOBbIE M COLMAIbHO-TIOJUTHYeCKHe mocnenctusi?  [louemy
AITOPUTMHUYECKAss aBTOMATU3AIMs CTajla LEHTPAIbHBIM 3JIEMEHTOM LU(PPOBOH apXUTEKTYPbl MUTPALIMOHHOM
6esomacnHoctn Tirkiye? Mcxonmss M3 TOCTaBIEHHBIX BONPOCOB, 3Mmnupuyeckas Tpaektopus Tirkiye
paccMmarpuBaeTcsl B Ka4eCTBe KPUTUYECKH 3HAYMMOTO Kelca, OTPaKaroLIero 0OJHOBPEMEHHO OMNEPalHOHHYO
HOJIE3HOCTh M CTPYKTYpHBIE NMPOTHBOPEYMS HHTEIPAllMM HCKYCCTBEHHOIO HHTEJICKTAa B COBPEMCHHYIO
CHCTEMY YIPAaBJICHUS] MUTpaLlueH.

TeopeTrdeckas OCHOBA HCCIIEJIOBAHUSI OOBEIUHSET TEOPHI0 CEKHIOPUTH3AIMUA W HCCIIEAOBAHUS
Ham3opa. Omupasch Ha monoxeHus KomeHrarenckoi mikonel (Buzan, Waever, & de Wilde, 1998),
UCCIIEJIOBAaHUE HCXOAUT M3 TOr0, YTO YIrPO3bl OE30MACHOCTH KOHCTPYHPYIOTCS HE HCKIFOUUTEIBHO
MOCPEICTBOM OOBCKTHBHBIX IMOKAa3aTeJICH OMACHOCTH, HO TAKKE MOCPEICTBOM THUCKYPCHBHBIX IPAKTHK
MOJUTHYECKUX akTOpoB. Clie0BaTEIBbHO, PENPE3CHTAIMS MUTPAIIMY B KAYECTBE SK3UCTCHIIMAIBHON yrpO3bl
0€30MacCHOCTH JICTUTUMHUPYET MPUMEHEHHE HCKIIFOYHTEIbHBIX MEXaHH3MOB YIPABJICHHUS, BKIIOYAs
BCeOOBEMITIONIHI UGB POBOM HA30P U ABTOMATU3UPOBAHHOE MPO(QUIUPOBAHUE PHCKOB.

Kpome TOTO, B HCCIEIOBAHWU HCHOJIB3YIOTCS OMOMOMUTHYECKHE MOAXOABl K aHAJIN3y Haa30pa,
koHentyamsupoanubie @yko (Foucault, 1977) u Jlaitionom (Lyon, 2001). B morpaHuyYHbIX MPOCTPAHCTBAX,
ynpasisieMbix mocpenctsom MU, cucremaTwdeckuii cOop, M3BICUCHHE W KAaTETOPH3AIMS OHMOMETPHUYCCKIX
JAHHBIX TPaHCHOPMUPYIOT MHIPAHTOB B IM(PPOBH3HPOBAHHBIX CYOBEKTOB, TEM CaMbIM YKPCIUIASL
rOCyJapCTBEHHBI CYBEPEHUTET U aCUMMETPUYHBIE OTHOLIEHUS BIACTH. B omnojHeHne K 9TOMY KOHLIEMLUS
«uu¢poBeix rpaHuny» [oHcameca (Gonzalez, 2019) memoHCTpHpyeT, KakuM OOpa3oM TEXHOJOTHYECKAs
HHPPACTPYKTYypa MO3BOJSIET MPOCIHPOBATh TOCYJAapPCTBEHHYIO BIACTh JAllEKO 3a MPEaeibl (PU3MYECKUX
TEPPUTOPUAITBHBIX pasrpannmdcHuil. Takum oOpazom, TexHonoruu M oqHOBpEeMEHHO (YHKIMOHUPYIOT Kak
TEXHUUYECKHE WHCTPYMEHTHI M TTOJUTHYECKHE MEXaHU3MbI, HEPEPHIBHO MEPEOTPENETAIONTNE IOPUANIECKUE U
COIMAIbHBIC TPAHUIIBI TPAXKTAHCTBA, WICHTUIHOCTH ¥ MMPUHAIIICKHOCTH.

Wnterpupys  yKa3aHHBIE  TEOPETHYECKME  MEPCHEKTHBHI,  HACTOAIMIEE  HCCIETOBaHHE
KOHIICTITYaIM3UPYET UCKYCCTBEHHBI MHTEIUIEKT HE KaK HEHTpPaNbHBIA aJMUHUCTPATHBHBIA MHCTPYMEHT, a
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KaK COIMOTEXHUIECKUH aHCaMOIb (socio-technical assemblage), B anTOPUTMHUYECKYIO apXUTEKTYPy KOTOPOTO
BCTPOECHBI ONIPEIeIEHHBIC HICOJIOTHUECKUE i HOPMATHBHBIE PEIIIOCHIIKH. TeM caMbIM HCCIIeIOBaHIE BHOCUT
BKJIQJ B DAa3BHBAIOLIYIOCS HAy4YHYIO JIMTEPaTypy, IOCBAIIEHHYIO NBOMCTBEHHOW HpHpoxe LU(POBOTo
yIOpaBiieHUss B cdepe MHUrpalud, IIe OHO OJHOBPEMEHHO BBICTYNAET WHCTPYMEHTOM ITOBBIICHHS
aIMHHHUCTPATHBHOHN 3Q()EKTHBHOCTH ¥ allllapaToM COLHAIBLHOTO KOHTPOJIA.

B MeTomomormyeckoM OTHOIICHHH HCCIEIOBaHME OCHOBAaHO Ha KAa4eCTBEHHOM JH3aifHe C
NPUMEHEHHEM CHUCTEMaTHYECKOTO aHak3a JOKYMEHTOB. IlepBUYHbIE IMITMPUYECKHE JaHHBIE MOIyYeHb U3
ouIMaNbHBIX 3aKOHOAATEIBHBIX yOIMKaIMH, IPOrPaMMHO-NIOIUTHYECKUX JOKYMEHTOB M CTPAaTETHYECKHX
pPaMOYHBIX MaTepuajoB, IOJTrOTOBICHHBIX YUYPEXKICHUSIMH, HaXOIAIIUMHCS B BeJeHUM MUHHCTEpCTBA
BHyTpeHHUX nen PecryOnuku Tiirkiye, npexxae Bcero I'eHepaiibHBIM yIpaBieHHUEM 110 BOIIPOCAM MUTPALIHH
(Directorate General of Migration Management, DGMM). BropuuHsle 1aHHbIE BKJIIOYAIOT aHAJUTHYECKHE U
OLICHOYHBIE JOKJIA/IbI MEXKIyHApOJHbIX OpraHU3alllii 1 HHCTUTYTOB, B TOM 4Kciie YTpasieHus BepxoBHoro
komruccapa OOH mo nemam 6exentes (YBKB OOH/UNHCR), MexayHapoaHOM OpraHU3aIlie 10 MUTPAIAH
(MOM/IOM), FRONTEX, Espomona (Europol) u EBpomefickoit komuccnu.

CoOpaHHBIE TEKCTHl OBUIM MOABEPTHYTHI TEMAaTHYECKOMY KOAMPOBAHMIO C LICJBIO BBIBICHUS
3aKOHOMEPHOCTEH onepanuroHanu3aluy TexHosoruii WM mo TpéM ocHOBHBIM HampasieHusMm: (1)
OmomeTprdeckas UACHTHGHUKAINSA U UPpoBOe MpodIupoBaHue; (2) anropuTMHUIecKas OIEHKa PHCKOB H
ABTOMATU3MPOBAHHBIC CHCTEMBI IOICPKKHA HPHHATUS pereHuid; (3) MpOTOKOIbI MOHUTOPHHIA B PEKHME
peaybHOrO BpEMEHH U TPaHCTPaHWYHAsi HHTEPOIepabeIbHOCTh Pa3BeIbIBATEIbHBIX JaHHBIX. AHATUTHYECKAs
Haa&XKHOCTh  ObLIa  yCHJIEHAa MOCPEACTBOM  MEXKHCTOYHHKOBOM  TPHAHTYJSILIMM  HAIMOHAIBHBIX
MHCTUTYLIMOHAJIBHBIX ~MAaTEPHAIIOB W MEXKAYHapOJHOHW OTYETHOCTHM, TOrNAa Kak TeopeThdecKas
YyBCTBUTEJIBHOCTh OOECIEYMIa WHTEPIPETALUIO JAaHHBIX B paMKax KOHIENIMH CEKbIOPUTHU3ALUU H
OMOTOIUTHKY.

OMNUpHYECKUE pe3yiIbTaThl CBUAETENBCTBYIOT O TOM, YTO IH(POBas CHUCTEMAa MHUTPALMOHHOH
6ezomacnoctu Tiirkiye ¢pyHKIHOHHpPYET KaK MHOTOYpPOBHEBBIH, TEXHOJIOTHYECKH OITOCPEOBAHHBIN ammapar.
WHcTpymenTsl, monmepxkuBaemble MM, MCTONB3yIOTCS UIS TOBBIMICHWS TOYHOCTH, OIEPATHBHOCTH W
MPEICKa3yeMOCTH TIOTPAaHNYHOTO KOHTPOJIS,, OJJHOBPEMEHHO OOBEIUHSAS pa3pO3HEHHbIE aJIMUHUCTPATUBHEIC
0a3bl JAHHBIX B CMHYIO B3aNMOCBSI3aHHYIO MAaTPHILy yIIPABIICHUS.

B uactHocTH, HammoHnanpHas uHpacTpykrypa GOg¢Net B Tiirkiye KoHcOMMIUpyeT KOMIUIEKCHBIE
OnoMeTpHUEeCKUE MaHHbBIE JHI, HAXOAIIIMXCA IOJ BPEMEHHOM 3allUTOM, BKIIOYas OTIEYATKU IaJIBIIEB,
napaMeTpsl MOpPQOJIOTHH JIMLA M Pe3yJbTaThl CKAHUPOBAHHS Paly’KHOH 00O0JIOYKH ria3a. DTH MaCCHBBI
JAHHBIX O0ecleYMBalOT AayTEeHTU(QHUKAIMIO JMYHOCTH B PEXUME pPEaJbHOTO BPEMEHH, OTCIE)KHBaHHUE
MPOCTPAHCTBEHHOH MOOMIBHOCTH M aJIMUHHCTPATUBHYIO OLIEHKY PHCKOB. AHAJOTHYHBIM 00pa3oMm
MOOHJIbHBIE MUTPALMOHHBIE yHKTHI (Mobile Migration Points), pa3BEpHyTbIe B KPYIHBIX TOPOJICKHX 30HAX B
KayecTBE YCWIEHHBIX TexHonorumsimu MW  BepuHUKalMOHHBIX  IOJpa3leNeHul, o00ecreynBaoT
JENEHTPAIN30BAaHHYI0 ~ OMOMETPHUYECKYI0 IIPOBEPKY M  HEMOCPEICTBEHHYIO  CHHXPOHHM3ALMIO  C
COOTBETCTBYIOIIMMH 0a3aMu JaHHBIX. HecMOTpst Ha TO YTO JaHHBIE MHHOBALMH YKPEIUITIOT BO3MOXKHOCTH
TOCYZAapCTBEHHOTO OIOPOKPATHYECKOr0 KOHTPOJIS,, OHH OJZHOBPEMEHHO IOPOKAAIOT CEphE3HBIE BOIPOCHI,
CBSI3aHHBIE C COTJIacHeM Ha 00pabOTKy AaHHBIX, HHPOPMAIIMOHHON KOH(PHICHINAIHHOCTHI0 1 UMMaHEHTHOM
ANITOPUTMUYECKON MPEAB3ATOCTHIO.

AJNTOPUTMBI MAaIIMHHOTO OO0Y4YeHHs aHAIU3MPYIOT Ouorpaduyeckue MOKazaTedd, MapUIpyThl
TPAH3UTHOT'O NIEPEMEIIECHHUS U IUPPOBBIE CIIEBI C LIETbI0 IPOTHO3UPOBAHUS TATEHTHBIX ySI3BUMOCTEH B chepe
6e3omacHoctn. [lo aHamormm C SKCHEpUMEHTANbHON cucrtemoil EBpormeiickoro coroza iBorderCtrl
dbopmupyrommmecss B Tilrkiye TeXHONOrHMYECKHE TPOTOKONBI KIACCUPUIUPYIOT JIMI[ HAa OCHOBE
AITOPUTMHUYCCKUX noKazarejen PpUCKA, HCHOCPCACTBCHHO BIIMAIONIUX HaA MPOUECAYPHI PpPaspCHICHUA
MEPECCUYCHUA T'PAHUIIBI o0 3a€prKaHusd. Xots HO)IO6HBI€ CUCTEMbI MAKCUMH3UPYIOT a/IMUHUCTPATUBHYIO
3¢ PEeKTUBHOCTH, OHU COMNPSDKEHBI C BBICOKUM DPHUCKOM BOCIPOHM3BOJACTBA CHCTEMHBIX IIpeyOexIeHNH,
3aJI0KCHHBIX B 00YYaIOMINX HA0OpaxX JaHHBIX. B CBsI3M ¢ 3TUM NMPO3pavHOCTh U OOBICHUMOCTH aJITOPUTMOB
BBICTYIAIOT HEOOXOJMMBIMH HPEANOCHUIKAMH 00ECIIEYeHHs INPOLECCYIbHBIX TapaHTHH M HaJUIeXallei
MPaBOBOW MPOLEYPHI.

Ha undpactpykrypHOM ypoBHE 3nekTpoontudeckue cetu HaOmromeHus ASELSAN, monoiHeHHbIE
O6ecnmoTHbIMU JietaTenbHbIMU anmaparamu (BITJIA/UAV) u koMIuiekcamMu reopajapoB, oOecrednBaroT
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HENPepPBIBHEI ~ MOHHTOPMHI  IIOTPAaHHYHOIO HepuMerpa. [X  HEeNmoCpeACTBEHHas HHTETpamus ¢
WuaTerpupoBanHoil  mHpOpManmoHHOW cuctemort kaHmapmeprn (JABS) u  GogNet dopmupyer
NPEIUKTUBHYIO, OCHOBaHHYIO  Ha  JaHHBIX  [apagurMy  Oe30IaCHOCTH. Kpome  TorO,
WHCTUTYLNOHAIM3UPOBAHHBIE coTNaeHus o0 oomerne nanabiMu ¢ EBpononom, Matepmomom 1 YBKB OOH
CIIOCOOCTBYIOT ONTHUMHU3ALUH TPAHCHALMOHAIFHOTO COTPYIHHYECTBA B GOpHOE C TOProBieH JNIOABMH H
HE3aKOHHBIM BBO30M MUIPAHTOB, OJHOBPEMCHHO IIOPOXKIAs INPUHLHUIIMAIBHO BaKHBIE BOIPOCH
OTHOCHTEJILHO OPHUCANKIIMOHHOW OTBETCTBEHHOCTH, KOH(QHICHIHMAIBHOCTH NAaHHBIX M TOCYIapCTBEHHOTO
CyBEpEHHTETA.

Bonee mmpokoe TeopeTndyeckoe 00CYKICHUE MMOKA3bIBAET, YTO MH(PPACTPYKTYPbI, OCHOBaHHbIE Ha
W, He oOrpaHMYMBAIOTCS TNOBBIICHHEM aIMUHHUCTPATHBHON 3((EKTUBHOCTH; OHHM (yHIAaMEHTAIbHBIM
00pa3oM pPEKOHCTPYUPYIOT OTHOLICHUS MEXIY TOCyIapCTBOM M OOIIECTBOM MOCPEACTBOM pacCUIMpEHHs
apXMTEKTypsl IM(POBOrO IMaHONTHUIM3MA. B3amMocBsi3p wmurpaumu u OesomacHoctn B Tirkiye
JEMOHCTPHUPYET, KAKMM 00pa3oM alrOPUTMHUYECKOE YIPABICHHE YCKOPSAET CEKbIOPUTH3ALUIO YEI0BEUECKOI
MOOWIBHOCTH, (OPMHUPYS HOBBIC MEXaHM3MBbI BKIIOUCHHUS W HCKIIOYCHUS KaK B (U3MIECKOM, TaK U B
BUPTYAJIbHOM IIPOCTPAHCTBE.

HccnenoBanne NpHXOAWT K BBIBOAY, 4YTO IOTPaHWYHBIC TEXHOJIOTHH, OCHOBaHHBbIe Ha WU,
IPEACTABISIOT co00K Tiryboko TpaHchopMHpYIOIee, HO CTPYKTYPHO aMOHMBajJCHTHOE SBICHHE B
COBPEMEHHOH cHCTeMe ympasieHns: Murpanuei. C ogHON CTOPOHBI, OHM 00ECIEUNBAIOT OecIperieICHTHbIC
BO3MOXKHOCTH ONTHMH3aLUH yIIPaBICHUS MacIITAOHBIMU MEPEMELICHUSIMU HACEIICHNUS; C APYTOil — CO31at0T
PHCK HOpMaJIM3alliK BCEOOBEMITIONIEro HIU(PPOBOTo HA30pa M OCIA0ICHUS YeIOBEYECKOH CyOBEKTHOCTH TIPU
NPUHATUH aJIMUHUCTPATUBHBIX PEILICHUH, IMEIOIINX CYILECTBEHHBIE MMOCIECACTBUS ISl OTACIbHBIX JIHII.

CrenoBarenbHO, MHCTUTYIIMOHAIM3AIMSI HMCKYCCTBEHHOI'O MHTENIEKTa B cepe MUTPALUOHHOM
6€301acHOCTU J0JIKHA OCYLIECTBIIATHCSA IPU CTPOrOM COOJIIOAECHHM CTaHIAPTOB IIPAaB YEIIOBEKA C OCOOBIM
aKIICHTOM Ha IPO3PavyHOCTh, IPOMOPIMOHANBHOCTh M WHCTUTYIHOHAJIBHYIO MOAOTYETHOCTH. IIpaBoBbIe
paMKu, BKIIoYas Typeuknii 3akoH o 3ammre mepcoHambHBIX HaHHEIX (KVKK) m OO6mwuit perimameHT
EBpomnetickoro coto3a 1o 3amure qaHabx (GDPR), TpeOyroT rapMoHM3anyy B IENsIX MUHUME3AIHNA PHUCKOB
HECAaHKIINOHMUPOBAHHOTO HCIONb30BAaHUS YyBCTBUTENBHONH OHOMETPHUYECKOM HMH(POPMAIUK. IJTHYECKOE
ITOPUTMUYECKOE YIIPABIEHHE OCTAETCsl BaXXKHEHINCH TPEIIOCBUIKOW COXpPaHEHHs JIETMTHMHOCTH
COBPEMEHHBIX PEXHUMOB IIM(POBBIX TPAHHUILL.

B koHeuHOM cuére MHCTUTYLHMOHANbHBIN ombliT Tiirkiye mpemocraBiisier LEHHBIE dMIMPUYECKUE
BBIBOJIBI JUISl TOCYJApCTB, CTPEMSINUXCS O0ecrneduTh OanaHc MEXAYy HMIIepaTiBaMHM HAalMOHAIbHOM
0€30I1aCHOCTH U 3aIUTOH 4eJI0BEYECKOro JOCTOMHCTBA B IIU(POBYIO 3MOXY. Bynymue ncciaenoBanus g0KHbI
OBITH HampaBJIEHBl Ha M3yYeHHE MEXaHH3MOB ayIWTa M OCIApHUBAaHUS aJTOPUTMUYECKHUX PEIICHHH, ¢ TeM
4TOOBI HCKYCCTBEHHBI MHTEIUIEKT (DYHKIIMOHMUPOBAJ KaK HMHCTPYMEHT CIPaBEUIMBOTO CO/ICHCTBUS, a HE KaK
MEXaHU3M CHCTEMHOTO HCKIIOUEHHs. YCTOMYMBOE YIpPaBICHHWE MHIpalieidl TpeOyeT He TOJIBKO BBICOKOTO
YPOBHSI TEXHOJIOTHYECKOH KOMIIETEHTHOCTH, HO M OECKOMIPOMHCCHOH HOPMAaTHBHOW IIPUBEPKEHHOCTH
NPUHIUIIAM  CHPAaBEUIMBOCTH, TPO3PAYHOCTH M OPHEHTHPOBAHHOTO Ha 4eJloBeKa (HOPMUPOBAHUS
roCy1apCTBEHHOH MOIUTHKH.

KiaroueBbie ciioBa: I/ICKYCCTBGHHBII\/’I HWHTCJUICKT, MUI'pAallMOHHAA 6630HaCHOCTB, CPIpPIﬁCKPIﬁ KpHu3uc,
6I/IOMCTpI/I‘{eCKa$[ I/I,I[GHTI/I(bI/IKaL[I/ISI, YIpaBJIC€HUC I'paHUIAMU.

o .

ﬁ@ﬁwwﬁ &ﬁﬂﬁﬁwm(lwegular mlgratlonﬂows)ﬁmmmm
TS SATIEHT = AP TN SRS FR&M B MufBrasarsfl o) gayd w0 § geRfad foar 31
wm%uwmwwm&ﬁﬁﬁqﬁﬁ&mﬁ%@% ISECaReLce]
faRiverslt # SRS rdy Aeaes, Mg T A G ATel STANTH YT WU HHa sararufaal
M & | Tere: ?ﬂﬂTﬁT&ﬂ 3R yaraH &rf\lmm?ﬁﬁﬂg@ﬂw (Artificial Intelligence—AI) yrnfifeal
WWWWWHQddmw AR & ©0 8 IR 81 AL-TeH Yuferdr Iad faena-get
(big data) Ta=T0T, IRATIH-THG IR, SRS T quT WaTferd U= FHufg-fafor & arem
 TuY 7oAt Y S0 ufEre uuTaRiiedr srmied HA § e s g
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I8 ey favy w0 § Wik dwe & uyrq i uesa & 59 aa &1 wieor axar g &
Tiirkiye = SO ST YT Td FAI-FR&T a1 b HIaR Al-FA{fd Ui &1 fbq yepR HeumTa
w0 U fordr 81 sreqge iF drella s usli R &fad §: AL-Taferd Yunferr Tirkiye o TaTEH Ud
WRET & WIS ARG B [ THR TR Bl 67 54 MAAIhal § I Afdd, faftre qur
TR -RToiifad FAfgared & €2 iR TR e Tirkiye 1 fSoTed TarH-TRefm TN &1
R Uedh I & T 52 9 U & ATeIH § SR Tiirkiye & SFIHAS YAUTY &I Udb TgwdqUl b
A & FY T U BT 8, Sl GHSBTE TR = & Al & THIdHRU St uREre Sugifiar
3R I I WAATHD -1al—G -1 BT Uffafad Bl gl

AT DI @aﬂ%ﬁ G}I’ﬂTﬁT&‘ﬂWUT Rrgid (securitization theory) 3R AR 3rezrg= (surveillance
studies) 1 YIAYUT HRT § | HIUTRTH B (Buzan, Waever, & de Wilde, 1998) & Jgifad eRHI0T R
3MeTRA Tg 37679 Yifchd Bl © o YRe Taieh TRl o1 Fafor rad Wk & a8 ATUGS! & YR
TR 161 BId, S ASifad Harell Bt far=ierds quts & e ¥ Hf gidT 8 | URUHRaR=Y, Jar- &1
SHTRIT TREMT-WR & =9 H A= 31 sarues {3 fred R 3R Taanfera shfem-viwrsfer afgd
SRATTRUT SR o= BT JEUdT U BT g

3P HfARad, 3T Foucault (1977) 3R Lyon (2001) gRT Yfaquriad ARt F SIS
(biopolitical) TaZerooT o1 1}t THIfET HRAT B 1 Al GRT SFURMRYT WHTad &= § sawfes ST &1 suafid
g, Frsmeur ok aeffesor yaRidt &1 fefteciiard fawal (digitized subjects) B TUraid w1 g, foray
RTSY T HYCT T SR Qfa-gefer iR 3 Feg il §1 §9 Wb ©U F Gonzalez (2019) F
fSfoted F13tl” (digital borders) B SAURTN g YafRid HRll & [ dh-Iap! AT fhy UhR I
o1 Ffad &1 Widew exfig dmie- ¥ 9gd M % fad &t €1 39 UHR, Al Wefifear ae-iw!
JUHT 3R I[P o ﬁ%mﬁwm%wm UgaH 3R Jagd &1 fafte Td
T rATel &Y PR dRyig et 1

3 i DIV Bl TRER W B §UTE A Al B! bl Te TR STBR0 & =Y
T 781, afcp T U AHISH-adbHie] qq=Y (socio-technical assemblage) & 0 ¥ 3auia Hdr §
et TeniRie dva & ARy daiie sik g gdyront siafHied 81t §1 59 IR, s
WWWﬁ%ﬁEﬂ&ﬁ\Wﬁ%—mW(duabuse nature)ﬁwaﬁﬁwﬂﬁmﬁw
< &, foraH fSfored SR T ofR U= Gl & I1eH & U § 3R gusl 3R e fizrom
F AP YA H HAT |

UGITd &0 ¥, 30 HafRyd g¥drdel Ry IR HIUIRE [UMdS ™ 3fidbed ol
3TN 8| UTYAe SIHTSIT ST Tiirkiye TURTST & TR AMHG! & HATad & 3¢ Grsft, fagiy
¥Y A Y9 Ugyd Wﬁm (Directorate General of Migration Management—DGMM), gRT SIRT
3MferepTies faemedt wreprer, Rfara sormsit qur IoFifae wav@rs’t ¥ ura fee e 31 fdas Ser &
Y MY IROMYT IAeR (UNHCR), TP YR WIS (I0M), FRONTEX, Europol TT
3T Gigd SRS Ml gR1 U1 Hedie-ats Ruie fmfed g

Topferd uel &1 fawaa W’@F{ (thematic coding) fan RI2IN GIIED (_‘ﬂ:f Sl & Al
MNAfHal & UR=ETaTIES TaT & UfoRedl Bt g & off Tob: (1)%%@?%&%
METRRAT; (2) TEMRRIE SH-Hedid- auT @ared Fufg-gemadr yonferdr; $ik (3) aRafdds-a9d
TR UIetpiel quT YHATUR Githar Jarsil St SIRUICHIA (interoperability)| TS FRINTA HIdl
ﬁmm%ﬁwmﬁﬁm(cmss -source trlangulatlon)%WW@ﬁW
fs=tadT &1 geeg favan man, wafes Sgifae dae=itad = ag gffd i & Ser ot amen grefiexu
ﬁ?@ﬁﬂWWﬁﬁ%ﬁWﬁ%ﬁ@l

Srgvae Fspy UelRfd Rd § f Tiirkiye &1 fSfed Tara=-qRen afn Teh dg&id 8k
MNfRe-Aeafyd & & U § o1 HRa1 81 ALTART IUSRON &7 SUTNT W1 Yadd &1 glamdr, 1
3R gafgHadT o™ & fore foan o 3, fored) fafid vemafies Seradl & T RER ddg if=ma-
Afee ¥ Uidd (a1 ol g |
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Yapilandirilmis Ozet

Son on yilda diizensiz go¢ akiglarinin giderek artan karmagsikligi ve hacimsel biiyiikliigi, ulusal ve
uluslararas1 giivenlik onceliklerini koklii bigimde yeniden sekillendirmistir. Geleneksel simir yonetimi
paradigmalari; ulusdtesi yasa dis1 aglar, yiiksek hizli hareketlilik ve sistemik insani acil durumlarla karakterize
edilen c¢agdas goc hareketliliklerini yonetmede yetersiz kalmistir. Bu baglamda, yapay zekd (YZ)
teknolojilerinin sinir giivenligi ve go¢ yonetisimine entegrasyonu, kritik dneme sahip yapisal bir yenilik olarak
ortaya ¢ikmistir. YZ destekli sistemler; gelismis biiylik veri analitigi, gercek zamanli gézetim, biyometrik
dogrulama ve otomatiklestirilmis idari karar alma mekanizmalar araciligiyla egemen devletlerin operasyonel
etkinliklerini optimize etmelerine imkan saglamaktadir.

Bu calisma, 6zellikle Suriye krizi sonrasinda sekillenen konjonktiirde, Tiirkiye’nin YZ destekli
teknolojileri daha genis kapsamli go¢ ve smir giivenligi yapilanmasi igerisinde nasil kurumsallastirdigini
incelemektedir. Calisma ii¢ temel arastirma sorusuna odaklanmaktadir: YZ giidiimlii sistemler Tiirkiye’de go¢
ve giivenligin yapisal yonetisini nasil doniistiirmektedir? Bu teknolojilerin beraberinde getirdigi etik, hukuki
ve sosyo-politik sonuclar nelerdir? Algoritmik otomasyon neden Tiirkiye’nin dijital gé¢ giivenligi mimarisinin
merkezi bir unsuru haline gelmistir? Bu sorular ¢ergevesinde ¢aligma, Tiirkiye nin ampirik deneyimini, cagdas
gb¢ yonetisiminde YZ entegrasyonunun hem operasyonel faydalarini hem de yapisal gerilimlerini yansitan
kritik bir vaka incelemesi olarak ele almaktadir.

Calismanin kuramsal gergevesi, giivenliklestirme teorisi ile gézetim ¢alismalarini biitiinlestirmektedir.
Kopenhag Okulu’nun yaklasimindan hareketle (Buzan, Waever, & de Wilde, 1998) arastirma, giivenlik
tehditlerinin yalnizca nesnel tehlike olgiitleri {izerinden degil, ayni zamanda siyasal aktorlerin sdylemsel
pratikleri aracilifiyla insa edildigini vurgulamaktadir. Dolayisiyla gd¢iin varolussal bir giivenlik tehdidi olarak
gergevelenmesi, yaygin dijital gézetim ve otomatik risk profillemesi de dahil olmak iizere istisnai yonetisim
mekanizmalarimin mesrulastiriimasina zemin hazirlamaktadir.

Calisma ayrica Foucault (1977) ve Lyon (2001) tarafindan kavramsallastirilan gdzetimin biyopolitik
analizlerinden yararlanmaktadir. YZ tarafindan yonetilen sinir mekanlarinda biyometrik verilerin sistematik
bicimde toplanmasi, ¢ikarilmasi ve kategorize edilmesi, gogmenleri dijitallestirilmis 6znelere doniistiirerek
devlet egemenligini ve asimetrik iktidar iligkilerini pekistirmektedir. Buna ek olarak Gonzalez’in (2019)
“dijital sinirlar” kavramsallastirmasi, teknolojik altyapilarin devlet iktidarini fiziksel ve bolgesel sinirlarin cok
Otesine nasil tasidigini ortaya koymaktadir. Dolayistyla YZ teknolojileri, hem teknik araglar hem de
vatandaslik, kimlik ve aidiyetin hukuki ve toplumsal sinirlarini siirekli olarak yeniden tanimlayan siyasal
mekanizmalar seklinde islev gérmektedir.

Bu kuramsal perspektifleri bir araya getiren arastirma, YZ’yi tarafsiz bir idari ara¢ olarak degil,
algoritmik mimarisinde belirli ideolojik ve normatif 6n kabulleri barindiran sosyo-teknik bir diizenek olarak
kavramsallagtirmaktadir. Caligma bu yoniiyle, gé¢ yonetiminde dijital yonetisimin ¢ift kullanimli dogasina
iligkin gelismekte olan literatiire katkida bulunmakta; dijital yonetisimin ayn1 anda hem idari etkinligi artiran
bir ara¢ hem de toplumsal denetim aygit1 olarak igleyebildigini ortaya koymaktadir.

Metodolojik olarak c¢aligma, sistematik dokiiman analizine dayali nitel bir arastirma deseni
benimsemektedir. Birincil ampirik veriler, Tiirkiye Cumhuriyeti Igisleri Bakanhigia bagl kurumlar, 6zellikle
Gog Idaresi Genel Miidiirliigii (DGMM) tarafindan yayimlanan resmi mevzuat metinleri, politika beyanlar1 ve
stratejik cercevelerden elde edilmistir. ikincil veriler ise Birlesmis Milletler Miilteciler Yiiksek Komiserligi
(UNHCR), Uluslararas1 Gé¢ Orgiitii (IOM), FRONTEX, Europol ve Avrupa Komisyonu dahil olmak iizere
uluslararasi kuruluslar tarafindan yayimlanan degerlendirme raporlarindan olugmaktadir.

Toplanan metinler, YZ teknolojilerinin operasyonellestirilmesine iliskin oriintiileri ii¢ temel boyutta
belirlemek amaciyla tematik kodlamaya tabi tutulmustur: (1) biyometrik kimliklendirme ve dijital profilleme,
(2) algoritmik risk degerlendirmesi ve otomatik karar destek sistemleri ve (3) gercek zamanl gozetim
protokolleri ile smir Otesi istihbaratin birlikte islerligi. Analitik gilivenilirlik, ulusal kurumsal c¢iktilar ile
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uluslararasi raporlar arasinda gerceklestirilen kaynaklar arasi iiggenleme yoluyla giliglendirilmis; kuramsal
duyarlilik ise verilerin yorumlanmasmin giivenliklestirme ve biyopolitik ¢ercevelere bagli kalmasini
saglamistir.

Ampirik bulgular, Tiirkiye’nin dijital gé¢ giivenligi ¢ercevesinin ¢ok katmanli ve teknoloji aracili bir
aygit olarak isledigini gostermektedir. YZ destekli araglar, sinir denetiminin hassasiyetini, hizin1 ve
Ongoriilebilirligini artirmak amaciyla kullanilmakta; bdylece birbirinden farkli idari veri tabanlari birbirine
bagli bir yonetisim matrisi igerisinde biitiinlestirilmektedir.

Ozellikle Tiirkiye’nin ulusal GogNet altyapisi, gegici koruma altindaki niifusa iliskin parmak izi, yiiz
morfolojisi ve iris taramalarini kapsayan kapsamli biyometrik kayitlar1 konsolide etmektedir. Bu veri kiimeleri
gercek zamanli kimlik dogrulama, mekansal hareketliligin izlenmesi ve idari risk degerlendirmesini miimkiin
kilmaktadir. Benzer sekilde, biiyiiksehirlerde YZ destekli dogrulama birimleri olarak konuslandirilan Mobil
Gog¢ Noktalari, merkezl olmayan biyometrik tarama ve veri tabanlariyla anlik senkronizasyon olanagi
saglamaktadir. Bu yenilikler devlet biirokrasisinin denetim kapasitesini giiclendirmekle birlikte veri isleme
rizasi, bilgi mahremiyeti ve ickin algoritmik dnyargilar bakimindan ciddi kaygilar dogurmaktadir.

Makine 6grenmesi algoritmalari; biyografik gostergeleri, transit giizergahlarini ve dijital izleri analiz
ederek oOrtiik glivenlik agiklarini O6ngérmeye c¢aligmaktadir. Avrupa Birligi’nin deneysel iBorderCtrl
cergevesine paralel olarak Tiirkiye’de gelismekte olan teknolojik protokoller, bireyleri sinir gegisine izin
verilmesi veya alitkoyma prosediirlerini dogrudan etkileyen algoritmik risk Olgiitleri {izerinden
smiflandirmaktadir. Bu sistemler idari etkinligi en iist diizeye ¢ikarabilmekle birlikte, egitim veri kiimelerinde
yerlesik sistemik Onyargilar1 yeniden iiretme konusunda yiiksek risk tasimaktadir. Bu nedenle seffaflik ve
algoritmik aciklanabilirlik, usule iliskin giivencelerin ve adil islem ilkesinin korunmasi agisindan vazgegilmez
on kosullar haline gelmektedir.

Altyapisal diizeyde ASELSAN’1n elektro-optik gdzetim aglari, insansiz hava araglart (IHA/UAV) ve
yer altt goriintiileme radar sistemleriyle desteklenerek simnir hattinin kesintisiz bigimde izlenmesini
saglamaktadir. Bu unsurlarin Jandarma Entegre Bilgi Sistemi (JABS) ve Gog¢Net ile dogrudan
biitiinlestirilmesi, dngoriicii ve veri odakli bir giivenlik paradigmasini1 somutlastirmaktadir. Ayrica Europol,
Interpol ve UNHCR ile kurumsallastirilmis veri paylasimi anlagmalari, insan ticareti ve gd¢men kacakeiligiyla
miicadelede ulusdtesi is birligini optimize etmekte; bununla birlikte yargisal yetki ve hesap verebilirlik, veri
mahremiyeti ve devlet egemenligi bakimindan kritik sorular ortaya ¢ikarmaktadir.

Daha genis kuramsal tartisma, YZ gilidiimlii altyapilarin yalnizca idari performansi artirmakla
kalmadigini, ayn1 zamanda dijital panoptisizmin mimarisini genisleterek devlet-toplum iliskilerini kokli
bi¢cimde yeniden yapilandirdigini géstermektedir. Tiirkiye’deki go¢-giivenlik iliskisi, algoritmik y6netisimin
insan hareketliliginin giivenliklestirilmesini nasil hizlandirdigin1 ve hem fiziksel hem de sanal alanlarda yeni
dahil etme ve diglama bi¢imlerinin ortaya ¢ikmasina nasil yol agtigini gstermektedir.

Calisma, YZ destekli sinir teknolojilerinin ¢agdas gé¢ yonetisiminde son derece doniistiiriicli, ancak
yapisal olarak ikircikli bir gelisme olusturdugu sonucuna ulagsmaktadir. Bu teknolojiler, yiiksek hacimli niifus
hareketlerinin yonetiminin optimize edilmesi bakimindan daha 6nce goriilmemis olanaklar sunarken ayni
zamanda yaygin dijital gdzetimin normallesmesi ve dnemli sonuglar doguran idari kararlarda insanin karar
verme yetisinin ve failliginin asinmasi riskini beraberinde getirmektedir.

Bu nedenle YZ’nin gb¢ giivenligi alaninda kurumsallastirilmasi, seffaflik, ol¢iiliilik ve kurumsal
hesap verebilirlik ilkelerini merkeze alan siki bir insan haklari uyum rejimine tabi tutulmalidir. Tiirkiye’nin
Kisisel Verilerin Korunmasi Kanunu (KVKK) ve Avrupa Birligi Genel Veri Koruma Tiiziigii (GDPR) dahil
olmak {iizere ilgili hukuki cergevelerin, hassas biyometrik bilgilerin yetkisiz kullanimint smirlandiracak
bicimde uyumlagtirilmas1 gerekmektedir. Etik algoritmik yoOnetisim, modern dijital smir rejimlerinin
mesruiyetinin korunmasi acisindan vazgecilmez bir 6n kosul olmay1 siirdiirmektedir.

Sonug olarak Tiirkiye’nin kurumsal deneyimi, dijital cagda ulusal giivenlik gereklilikleri ile insan
onurunun korunmasi arasinda denge kurmaya calisan devletler agisindan degerli ampirik ¢ikarimlar
sunmaktadir. Gelecekteki akademik arastirmalar, yapay zekanin sistemik dislamanin bir mekanizmasina degil,
hakkaniyetli kolaylastirmanin bir aracina doniigmesini giivence altina almak amaciyla algoritmik kararlarin
denetlenmesine ve bunlara itiraz edilmesine imkan saglayan mekanizmalari incelemelidir. Siirdiiriilebilir gog
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yonetisimi yalnizca ileri diizey teknolojik yetkinlik degil; ayn1 zamanda adalet, seffaflik ve insan merkezli
politika yapimina yonelik tavizsiz bir normatif baglilik gerektirmektedir.

Anahtar Kelimeler: Yapay Zeka, Go¢ Giivenligi, Suriye Krizi, Biyometrik Kimliklendirme, Sinir
Yonetimi.
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Introduction

The increasing volume and complex nature of international migration movements have made
border security one of the fundamental components of states' national security policies. Today, while
migration is an empirical and demographic phenomenon, it is addressed as a multi-dimensional
security issue associated with public order, border control, counter-terrorism, and social stability. In
particular, mass forced migration movements make it imperative to reevaluate the traditional
understanding of border management. In this context, states are directed toward more effective, rapid,
and technology-supported border management models.

One of the most critical components of this transformation is Al-powered border
technologies. Big data analytics, biometric identity verification, algorithmic risk analysis, and real-
time surveillance systems are increasingly utilized in monitoring irregular migration movements, risk
assessment, and managing border security processes. Thus, border security goes beyond being
limited to physical control activities, transforming into a data-driven governance domain supported
by digital technologies.

This transformation also brings forth significant theoretical debates in the security studies
literature. While securitization theory posits that migration is constructed as a security threat through
political discourses (Buzan et al., 1998), surveillance studies draw attention to the role of digital
technologies in monitoring, classifying, and governing individuals (Lyon, 2001). Similarly,
Foucault's (1977) biopolitics approach explains how modern states govern populations through
registration, data, and surveillance mechanisms. These theoretical approaches evaluate Al-powered
border technologies not only as technical tools but also as socio-technical mechanisms that transform
security policies and migration governance. Furthermore, Molnar's (2020) work highlights the risks
posed by digital technologies used in border regions regarding human rights and accountability.

In the literature, Al-powered border technologies are predominantly examined in the context
of the effectiveness of border security, the prevention of irregular migration, and the enhancement of
operational capacity. Conversely, the mechanisms through which these technologies transform
migration management, how they reshape securitization processes, and the ethical and legal
consequences they produce have been addressed to a limited extent, particularly in the case of
Tiirkiye.

Tiirkiye has become one of the countries making the most comprehensive use of digital
border technologies due to its geopolitical position and the intense irregular migration mobility it has
faced, especially following the Syrian civil war. The Go¢Net system, biometric identity verification
infrastructures, mobile migration points, unmanned aerial vehicles, thermal cameras, and Al-
powered analysis systems constitute the core components of digitalization in border management.
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Therefore, the case of Tiirkiye offers a significant research area for examining the impacts of Al-
powered border technologies on migration management, securitization, and digital surveillance
processes.

This research aims to examine the aforementioned literature gap through the case of Tiirkiye.
This study seeks answers to the questions of through which mechanisms Al-powered border
technologies transform migration management in Tirkiye, how these technologies reproduce the
securitization process, and what the ethical, legal, and social consequences of Al-powered border
technologies are.

A qualitative research method was adopted in the study, and document analysis was utilized
as the data collection technique (Bowen, 2009). The dataset of the research consists of reports and
policy documents published between 2018 and 2026 by the Republic of Tiirkiye Ministry of Interior,
Presidency of Migration Management, Presidency of Defense Industries, UNHCR, IOM,
FRONTEX, and Europol. The documents were selected using purposive sampling in line with the
purpose of the research; the data were evaluated using thematic analysis within the framework of
themes such as biometric control and digital profiling, algorithmic risk analysis, and cross-border
surveillance through data sharing. Because the study relies solely on institutional documents and
reports, the findings obtained were interpreted on the basis of state policies and institutional practices
rather than the individual experiences of migrants. In this regard, supporting the impacts of Al-
powered border technologies on migrants' daily lives and social integration processes with field
research is of importance for future studies.

The Role of Artificial Intelligence in the Field of Security

One of the most important features of artificial intelligence is its capacity to analyze large-
volume datasets in a short time. This feature reduces the need for human labor in the fields of security
and public administration while accelerating decision-making processes (Onder & Saygil1,2018).
Although it does not appear possible to completely mimic human cognitive processes through
technological systems, developments in data processing capacity are progressively mainstreaming
the use of artificial intelligence technologies in public spheres. Particularly in fields such as border
security and migration management where high-volume data is generated, Al systems offer
significant advantages in terms of operational efficiency.

Al systems are not merely technical tools that provide rapid access to data; they also possess
the capacity to guide decision processes by analyzing data simultaneously. Algorithmic decision
mechanisms prioritize the "most appropriate” option by detecting specific risk patterns within
existing datasets. However, this situation causes decision processes to be carried out not over all data,
but through specific parameters and classifications (Kokkalis, 2019, p. 310). The questions of which
data algorithms prioritize, which risk categories they take as a basis, and which groups they exclude
bring about important debates. Furthermore, the effective functioning of Al systems depends on
advanced digital infrastructures, high processing capacity, and continuous data flow. Therefore, Al
technologies require a robust data management system alongside technical capacity.

In order to evaluate the use of Al technologies in the field of migration security, it is
necessary to take into account that migration has become a securitized phenomenon. Securitization
theory posits that migration is constructed as a security problem through political discourses
independently of objective threats. According to Buzan, Waver, and de Wilde (1998), a subject
becoming a security issue is associated with the discursive interventions of political actors. Within
this framework, migrants can be defined within categories of "risk," "threat," or "the other," and
extraordinary security practices can be legitimized. Al-powered border technologies reproduce this
securitization process through digital surveillance mechanisms.
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The securitization of migration leads to migrants transforming into constantly monitored data
subjects within administrative and technological control mechanisms. According to Bellanova and
Duez (2012, p. 110), digital border technologies produce socio-technical tools that evaluate migrants
within algorithmic risk categories, despite carrying a claim of technical neutrality. When evaluated
within the context of Foucault's biopolitics approach, digital border systems make it possible to
govern populations through biometric data (Ajana, 2013, p. 598). Thus, border security ceases to be
a mechanism consisting solely of physical control processes and expands with data collection,
classification, and digital surveillance processes.

This transformation also generates significant effects on social integration processes.
Security-centric digital applications cause migrants to become individuals who are continuously
monitored and evaluated through risk scores. According to Amoore (2006, p. 338), algorithmic
security systems produce an exclusionary digital hierarchy by creating categories of "risky" and
"integrable" migrants. This situation can weaken the trust relationship established by migrants with
the host society and deepen digital othering processes. Al systems place not only the physical
mobility of migrants under control, but also their digital footprints, social networks, and behavioral
patterns (Zuboff, 2019, p. 25).

The use of Al technologies in the field of migration security expresses a political and
administrative transformation beyond being a technical preference. The close relationship between
technology and security policies establishes a new data-based control regime in migration
management. Therefore, the integration of Al technologies into border operations is evaluated as a
strategic priority by many states (Feldstein, 2019, p. 5). Facial recognition systems, biometric
analysis tools, motion sensors, thermal cameras, and scanning software are among the core
components of contemporary digital border management (Feldstein, 2019, p. 7). These systems
accelerate security processes and increase data-based predictive capacity (Zuiderwijk, Chen, &
Salem, 2021, p. 5).

Al-powered border technologies allow large border regions to be monitored with fewer
personnel. In particular, unmanned aerial vehicles, automated analysis systems, and real-time data
processing mechanisms expand the scope of border security operations. These developments
demonstrate that digitalization and automation are occupying an increasingly central position in
migration management.

Digital Border Security: AI-Based Applications at Entry Points

Today, in cases where traditional methods are insufficient for ensuring border security,
artificial intelligence (Al)-based entry control systems stand out as a new paradigm. These systems
play a critical role in regions with heavy migrant flows thanks to their high accuracy rates, processing
speed, and automated analysis capacity. Especially in crisis zones where threats such as irregular
migration, human trafficking, and unauthorized border crossings increase, Al systems enhance
security. At the same time, they elevate the efficiency and transparency of migration management
processes.

Artificial intelligence is a technology that imitates human reasoning by reaching rational
decisions based on provided information. The EU’s "High-Level Expert Group on Artificial
Intelligence" (HLEG) defines artificial intelligence as systems that are given a complex goal and that
collect, interpret, and process data, deciding on the best action to achieve the given goal based on
this data (Dumbrava, 2021).

Regarding border control technologies, Gonzalez (2019) draws attention to the fact that
"various technologies such as identity cards, license plate readers, facial recognition software, drone
surveillance, video cameras, motion sensors, and radar systems" constitute a "new high-tech border."
These technologies directly change how migrants appear to authorities and how they negotiate
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mobility and space. Gonzalez’s (2019) treatment of the border as a "logistical infrastructure" expands
established approaches that evaluate the border not merely as a line on a map, but as a dispersed
apparatus, infrastructure, or network established within bounding practices spread across different
geographies.

Gillespie and colleagues (2018) define the intersection of digital and physical mobility as the
"digital passage." In this context, Syrian refugees use smartphones and associated digital
infrastructures to plan, navigate, and document their journeys. Sometimes, they use these tools to
increase their visibility in order to survive at sea. The literature significantly focuses on the impact
of digital technologies on migration processes and the vulnerable situations in which migrants find
themselves. Thus, connections are established between individuals on the move utilizing digital
technologies both for navigation and to become invisible in order to evade migration controls, and
the critical support provided through activist groups in life-threatening situations. Within this
framework, digital activism and digitally mediated mobilities exist within practices that visibly
question and challenge border control.

In this context, protracted humanitarian crises such as the Syrian Crisis pave the way for
artificial intelligence (Al)-based applications to play a central role in border security. Digital border
security no longer merely involves monitoring crossings, but also encompasses multi-layered
processes such as identity verification, risk analysis, and behavioral prediction. Within this
framework, Al-based entry control systems will be examined under three main headings: (i)
biometric verification systems, (ii) risk analysis and automated decision systems, and (iii) real-time
monitoring and cross-border data sharing.

Biometric Verification Systems

In contemporary migration management practices, increasing the reliability and speed of
identity verification processes is of strategic importance. Accordingly, biometric identity verification
systems are positioned as a central tool in the identification and monitoring process of migrants and
asylum seekers. Physical and behavioral characteristics belonging to individuals, such as
fingerprints, facial recognition, retinal scans, and voice biometrics, are transferred to a digital
environment. Thus, unique and tamper-proof identity verification processes are made possible
(Maguire, 2009). Alongside identification, biometric data also function as the primary data source in
multi-dimensional migration management activities such as digital profiling, risk analysis, and
movement tracking (Ajana, 2013).

Al-powered border security applications stand out particularly through biometric recognition
technologies. These systems largely eliminate the tamper-prone nature of traditional documents and
automate the identity verification process at border crossings with high accuracy rates. Biometric
verification ensures that an individual's identity is confirmed based on their physical and behavioral
traits (Jain et al., 2000, p. 91). Artificial intelligence algorithms utilize deep learning and machine
learning models in processing biometric data, yielding more precise and rapid results. Methods such
as facial recognition, fingerprint analysis, and voice recognition are effectively used to verify
individuals' identification information at border crossings. In particular, facial recognition
technologies, developed using artificial neural networks, can operate with high accuracy even on
low-resolution and partially occluded faces. Such systems can make real-time decisions while
matching passport information with biometric data (Minaee et al., 2023, p. 8650).

At this point, machine learning algorithms are utilized to detect suspicious movement
patterns by analyzing migrants' previous crossing data. For instance, systems like "iBorderCtrl,"
applied at some of the EU's external borders, evaluate the likelihood of false statements by
conducting micro-expression analyses on the responses given by individuals. "iBorderCtrl" stands
for Intelligent Border Control System (https://www.iborderctrl.eu/). Researchers developed an Al-
based lie detector to help control the entry of non-EU nationals into the Schengen area (Dumbrava,
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2021).Although such systems are open to ethical debates, data obtained in the field indicate that these
applications provide deterrence in terms of security.

Risk Analysis and Automated Decision Systems

Artificial intelligence-supported systems have become not only supportive elements of
migration security policies today, but also their guiding tools. Particularly in sudden and large-scale
mass migration events, the ability of states to make rapid and accurate decisions regarding security
and public order is made possible by the deployment of big data analytics and automation-based
systems (Broussard, 2018). The intense migration movements experienced in countries affected by
the Syrian crisis clearly demonstrate the necessity of using these technologies in both border control
and internal security fields.

Risk analysis is a data-driven evaluation process aimed at proactively detecting security
threats and social vulnerability levels carried by migrant individuals. Artificial intelligence systems
used in this process process versatile data sources such as biometric recognition data, travel history,
social media posts, and even psychosocial analyses in an integrated manner (Leese, 2014). Risk
profiles are generated from data obtained from algorithms such as machine learning and natural
language processing (NLP). For instance, online or field-based data indicating that an individual has
had contact with armed groups in their past can be automatically analyzed, leading to their
assignment to the "high risk" category. Similarly, the probability of women and children becoming
victims of human trafficking can also be predicted by analyzing specific behavioral patterns (O’ Neil,
2016).

The most common use of these systems appears in border security. Frontex, the European
Border and Coast Guard Agency, has implemented pilot artificial intelligence applications supported
by facial recognition systems, digital passport verification technologies, and behavioral analysis tools
(Frontex, 2021). These systems can evaluate the risk of false statements by analyzing travelers' facial
expressions, eye movements, stress levels, and speech patterns at border checkpoints.

The outputs of risk analysis are directly integrated into security processes through automated
decision systems. Automated decision systems perform operations such as granting entry permits,
applying detailed checks, or generating rejection decisions regarding individuals based on risk scores
calculated by the system, without requiring human intervention (Wachter et al., 2017). While such
systems save time, they also increase consistency in decision-making processes by reducing
subjectivity and human error. However, the ethical dimension of these technologies is seriously
debated. Artificial intelligence systems are dependent on the datasets they are trained on. Historical
biases contained in these data carry the risk of being reproduced through algorithms (Eubanks, 2018).
This situation raises the debate that certain groups may be subjected to systematic discrimination.

Therefore, explainable artificial intelligence principles gain importance in automated
decision systems. Explainability means that a system can present why it reached a particular decision
in a way that human users can understand (Wachter et al., 2017). Since the "right to a reasoned
decision" is among the fundamental rights of individuals, particularly in international law, Al-based
decisions must also be traceable and justifiable. Otherwise, individuals' avenues for seeking rights
can be severely blocked, and systems can become open to arbitrary practices.

Al-powered risk analysis and automated decision systems are systems that provide high
efficiency and speed in migration security, yet also harbor serious ethical, legal, and societal risks.
Therefore, it is of great importance that these systems are developed and implemented not only with
a security-oriented focus, but also within a human rights-based framework.

While automated decision systems and risk profiling technologies alleviate operational
burden, they bring along discussions of algorithmic discrimination. FRONTEX, the European
Union's border agency—to which Tiirkiye also provides data integration—directly drew attention to
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the dangers harbored by this digital ecosystem in its official report: "Machine learning-supported
analysis tools carry the risk of reflecting historical and structural biases in the datasets they are trained
on and disproportionately classifying certain ethnic or demographic groups as risky" (FRONTEX,
2021, p. 14). This institutional finding is in complete harmony with Beduschi's (2021, p. 585)
academic thesis that artificial intelligence systems erode legal guarantees by trapping migrants into
predefined "suspicious" categories.

This demonstrates that Al-powered risk analysis applications are evaluated as tools
supporting decision-making mechanisms in border security processes. These systems can contribute
to the more rapid analysis of irregular migration movements and the direction of security units'
resources according to risk priorities. Nevertheless, the presence of limited information regarding the
datasets and criteria upon which algorithmic evaluations are performed brings along certain debates
in terms of transparency and accountability. Therefore, it is important to handle algorithmic decision
support systems within a balanced framework between security requirements and the protection of
fundamental rights and freedoms.

Real-Time Monitoring and Cross-Border Data Sharing

The effectiveness of artificial intelligence-based border security applications has increased
significantly with the development of real-time data collection and analysis mechanisms. Particularly
in mobile and difficult-to-control border regions, surveillance capacity that cannot be provided by
traditional methods transforms into a digitized control system with the activation of autonomous
technologies. In this context, visual and sensory data coming from unmanned aerial vehicles (UAVs),
thermal cameras, facial recognition systems, motion sensors, and fixed surveillance towers are
processed in real time by artificial intelligence algorithms (Bellanova, 2017). These systems can
detect unusual mobility on the border line, such as mass human crossings, frequent movement in
specific areas, or behaviors aimed at concealment, and guide human operators through this data
(Leese, 2014).

Alongside real-time monitoring applications, international data sharing is of great
importance for the sustainability and holistic effectiveness of Al-based border security. Because
migrants cross into multiple countries rather than just one and exhibit cross-border mobility,
information flow and data coordination are required among countries. At this point, thanks to
collaborations carried out with organizations such as INTERPOL, Europol, and Frontex, the digital
footprints of suspect individuals are shared between countries, and multiple border crossing records
and potential security threats are collected in common data pools (Bigo et al., 2013). Such platforms
serve not only humanitarian purposes such as monitoring crime or terror suspects, but also finding
missing migrants, identifying human trafficking victims, and improving refugee protection
mechanisms.

Data sharing is not merely a technical matter; it is also a political, legal, and ethical process.
The sensitivities of nation-states regarding data sovereignty can lead to severe limitations in cross-
border data transfers (Jeandesboz, 2016). Therefore, data sharing systems need to be structured in
compliance with both national legislation and international norms such as the General Data
Protection Regulation (GDPR). Furthermore, the accuracy, timeliness, and neutrality of the data used
by artificial intelligence systems are of vital importance for the reliability of the systems. Otherwise,
problems such as misidentifications, individuals unfairly classified as risky, and data breaches can
create serious crises in terms of individual rights and international cooperation (Wachter et al., 2017).

The integration of real-time monitoring technologies and international data sharing
mechanisms reinforces the technical effectiveness and global legitimacy of Al-powered border
security policies. However, this integration is not purely technical. It becomes meaningful and
sustainable only when addressed with an awareness of ethical, legal, and political responsibility.
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Al-Powered Migration Security in Tiirkiye

The Syrian civil war, which began in 2011, created a major humanitarian crisis at the regional
level, displacing millions of people. During this process, Tiirkiye became the country accepting the
highest number of Syrians due to its geographical and cultural proximity. As of 2026, there are
2,276,997 Syrians under Temporary Protection in Tiirkiye (Migration Management, 2026). This
extraordinary population mobility has made it imperative for Tiirkiye to develop new policies and
practices regarding border security, registration systems, social integration, and public order. In this
context, artificial intelligence technologies have emerged as one of the prominent tools aimed at
strengthening migration security processes.

Tiirkiye’s strategy to combat irregular migration is built upon five fundamental stages in line
with a multi-layered and holistic security approach. The first stage of this strategic framework
involves measures aimed at bringing migration under control at its source. Within this scope, it is
aimed to reduce the root causes of migration through diplomatic initiatives and cross-border
cooperations. The second stage aims at the highest level of protection of land borders. Enhancing
security capacity at the border line is prioritized through physical barriers, technological surveillance
systems, and integrated border management applications. The third stage focuses on ensuring internal
security through the detection of irregular migrants residing illegally within the country and effective
law enforcement control against human trafficking. In this context, the deployment of digital
monitoring systems such as mobile migration vehicles significantly increases field effectiveness. The
fourth stage of the strategy encompasses combating irregular labor migration. Measures taken against
the informal employment of migrants, who are rendered vulnerable to labor exploitation, point to the
social dimension of migration policies. The fifth and final stage covers deportation processes
conducted rapidly, systematically, and in compliance with human rights. This mechanism aims to
ensure the return of irregular migrants to their own countries effectively and to increase the
functionality of removal centers (Migration Management, Combating Irregular Migration).
Tiirkiye’s five-stage strategy points to a holistic policy orientation that handles migration
management not only from a border security perspective, but also together with its socioeconomic,
legal, and ethical dimensions.

In practices in Tiirkiye, Al systems do not make fully autonomous decisions; they operate
alongside human supervision. This approach contributes to the protection of individual rights by
establishing a balance between technological objectivity and human discretion. Furthermore, Al-
powered systems allow migrants to be evaluated in a fairer and more systematic manner, thus
supporting individuals who may acquire refugee status to access their rights more quickly and
securely. In this framework, we will examine Al applications in Tiirkiye under the headings of
biometric verification and digital profiling, risk analysis and automated decision systems, and real-
time monitoring and cross-border data sharing.

Biometric Verification and Digital Profiling

Tiirkiye utilizes biometric verification systems as one of the primary tools of digital border
management in managing irregular migration. Biometric data such as fingerprints, facial recognition,
and iris scans are analyzed in real time, particularly at Mobile Migration Point applications and
border crossing points. Thus, identity verification, legal status control, and operations aimed at
detecting irregular migration are accelerated. Within the scope of the Mobile Migration Point
application, the biometric data of foreigners unable to present identification are verified via the
Gog¢Net system, and administrative procedures are executed in line with the obtained information.

Biometric data collected during the registration processes of Syrians under temporary
protection are managed centrally through the Go¢Net system (Presidency of Migration Management,
2020). This system ensures the integrated management of administrative records regarding public
services alongside identity verification. Furthermore, biometric verification systems used at border
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gates operate in integration with national databases, contributing to the detection of forged document
usage and increasing the effectiveness of security controls (Frontex, 2021).

The proliferation of biometric systems increases operational efficiency while bringing along
significant debates regarding personal data protection, privacy, and accountability. Applying the
technical and administrative measures envisaged within the scope of the KVKK (Personal Data
Protection Law) in the processing of biometric data is of great importance. Similarly, Wachter et al.
(2017) draw attention to the fact that mismatches occurring in biometric systems can make
individuals' avenues for seeking rights difficult. Therefore, a balanced approach must be adopted
between security requirements and the protection of fundamental rights and freedoms in the
processing of biometric data.

According to Ministry of Interior data, as of 2025, 4,572, 712 identity checks have been
carried out via Go¢Net integration in Mobile Migration Point vehicles (Ministry of Interior, 2025).
These data demonstrate that biometric verification systems have reached significant operational
capacity in Tirkiye's irregular migration management. Nevertheless, UNHCR (2022) emphasizes
that observing the principles of explicit consent, data security, and privacy in the processes of
processing biometric data is a fundamental requirement in terms of the international protection
regime.

The findings obtained indicate that biometric verification systems have become digital
governance mechanisms supporting data-driven decision-making processes in migration
management, alongside being technical tools facilitating identification. In the case of Tiirkiye, the
proliferation of these systems points to border security heading toward a more integrated structure
with digital technologies. When evaluated from the perspective of securitization theory, biometric
technologies stand out as tools that strengthen digital surveillance capacity and support the risk-
oriented border management approach. Nevertheless, studies based on field research are needed to
reveal the impacts of these technologies on migrants' daily lives and social integration processes.

Risk Analysis and Automated Decision Systems

In recent years, the increasing role of digital technologies in migration management and
border security policies has enabled states to head toward faster, more effective, and data-driven
decision-making processes. Tiirkiye has become a significant actor in this transformation process
and has made notable progress in integrating artificial intelligence-supported systems into the field
of migration security. Particularly thanks to risk analysis and automated decision systems, taking
preventive measures in a timely manner in combating irregular migration, utilizing resources more
efficiently, and supporting strategic decisions in border management have been made possible.

One of the most controversial uses of artificial intelligence is the classification of migrants
according to security risks. As seen in some algorithmic systems used in Europe, efforts to extract
risk profiles through data such as specific behavioral patterns, travel history, and social media
interaction are also observed in Tiirkiye (Frontex, 2022). Although the algorithmic structure of these
systems is not officially disclosed, there are findings indicating that Al-supported pre-analyses are
used in interviews and that certain applications are classified as low-priority or risky by these
systems.

The reflections of the algorithmic bias risk frequently emphasized in international literature
within the Turkish practice carry the potential to materialize specifically through Go¢Net and Mobile
Migration Points. For example, determining which neighborhoods Mobile Migration Points will be
deployed in in metropolitan cities or determining individuals to undergo field identity checks based
on Al-supported risk maps can reproduce socio-economic biases in past crime or irregular migration
data upon which algorithms are trained. Although clear algorithmic risk scoring software directly
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used in the Turkish practice is not included in official documents, possible future reflections of such
systems in international literature are handled with caution.

Similar to European Union countries, applications aimed at generating risk profiles through
various data such as individuals' digital footprints, travel history, border crossing attempts, and
specific behavioral patterns are also developed in Tiirkiye (Frontex, 2022). These systems transform
border security from being a physical intervention area into a preventive and analysis-based
governance tool. Thanks to insights obtained from relevant data, migration movements are predicted
more accurately, and decision processes can be based on objective grounds.

Border control systems supported by electro-optic surveillance systems developed by
ASELSAN, unmanned aerial vehicles (UAVs), and motion-sensing radars have enabled instant
tracking of migrant movements (ASELSAN, 2021). Artificial intelligence software used in these
systems automatically classifies objects and movements detected in border regions. Alerts are sent
to security units for actions defined as "suspicious" by the system.

Tiirkiye's applications in this field have also been cited as an example by Frontex, the
European Union's border management agency. In Frontex's 2022-2032 strategic risk analysis report,
it was emphasized that Tiirkiye's border security systems and early warning mechanisms are of great
importance for Europe's security (Frontex, 2022).

These developments demonstrate that migration management in Tiirkiye is restructured
within an increasingly digitalized and data-driven security architecture. While Al-powered systems
increase operational coordination in border management processes, they also deepen data-based
control mechanisms relying on the classification and monitoring of migrants. This situation shows
that migration management is not limited to physical border control. It also reveals that it transforms
into a multi-layered governance domain through digital surveillance, data analytics, and algorithmic
evaluation processes.

Real-Time Monitoring and Cross-Border Data Sharing

Tirkiye has invested in real-time monitoring technologies and increased cross-border
cooperations in order to strengthen border security against irregular migration waves intensifying
particularly after 2011. Thanks to systems developed within this scope, the tracking of migrant
movements in Tiirkiye's border regions is carried out not only with physical patrols, but with an
approach based on digital surveillance networks and data sharing.

The cornerstone of real-time monitoring capacity is the high-technology electro-optic
surveillance systems established on Tirkiye's southern borders. These systems developed by
ASELSAN have been integrated into border units in Sanliurfa, Hatay, Kilis, Gaziantep, and Mardin
provinces and supported by Dragoneye platforms providing 24-hour uninterrupted surveillance.
These platforms can distinguish human, vehicle, and animal movements within a 20-kilometer range
and instantly transmit the target's location to command centers with GPS and digital compass support
(ASELSAN, 2021).

Another element increasing the effectiveness of these systems is the data processing
capability supported by image processing and artificial intelligence algorithms. For example, Al-
supported classification systems capable of distinguishing whether an object approaching the border
is a human, animal, or vehicle transmit not only images to security units in the field, but also alarm
levels and intervention recommendations according to the situation.

Cross-border data sharing has developed within the scope of Tiirkiye's security cooperations,
particularly with neighboring countries. Tiirkiye works in coordination with security units operating
along the Iraq and Syria border line, establishing "Joint Data Sharing Points" in specific operation
zones to share common threat data. These points aim to monitor border crossing mobility,
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particularly directed toward smuggling and the fight against terrorism. UAV images, motion sensor
data, and biometric identification results are shared mutually.

Tiirkiye's cross-border data sharing is not limited to the regional level; various data exchange
protocols are also executed with institutions such as Interpol, Europol, UNHCR, and IOM. Within
the framework of this cooperation, identity, fingerprint, and biometric data regarding irregular
migrants deported or captured from Tiirkiye are shared with international systems; thus, the fight
against migrant smuggling and transborder organized crime is conducted in a coordinated manner.

Real-time monitoring systems enable not only post-event intervention in migration
management, but also preventive security practices based on data-driven prediction and risk analysis.

How the national security architecture transformed into a global surveillance network
through cross-border data sharing materializes in the current operational statistics of institutions.
Nevertheless, IOM points to data sovereignty and privacy issues by stating that this high-volume and
"seamless" data flow among security agencies causes migrants' digital footprints to circulate
permanently in criminal databases (I0OM, 2022).

The security of central databases such as Go¢Net, which house biometric data belonging to
millions of migrants, must be evaluated within the scope of national critical infrastructure security.
Protecting the integrity of these data networks against cross-border cyber threats is not merely a
technical necessity. It is also a fundamental component of cyber deterrence strategies. Considering
that data leaks or system manipulations can directly threaten national security, supporting these
digital infrastructures with advanced encryption and proactive cyber defense mechanisms is
extremely critical.

The findings demonstrate that digital border technologies render national security
applications more integrated with international data sharing mechanisms. Tiirkiye's data sharing
applications carried out with international organizations and regional cooperation mechanisms
contribute to increasing operational capacity in the fight against irregular migration and transborder
crimes. Nevertheless, cross-border data sharing has aspects that need to be evaluated carefully in
terms of the protection of personal data, data security, and international legal responsibilities. In this
framework, it is important for digital border governance to develop a balanced approach between
effectiveness and the protection of fundamental rights.

Al-Supported Security Approaches and Social Integration

Al-supported migration security applications reshape not only migrants' border crossings,
but also the relations they establish with the host society. Social integration, in this context, is a multi-
dimensional process that is not limited solely to economic participation or legal status; it
encompasses belonging, social acceptance, and mutual trust (Castles et al., 2014).

Al-based systems facilitate administrative integration on the one hand by regulating
migrants' access to public services. Biometric data systems and digital registration mechanisms make
individuals' access to health, education, and social services more systematic. However, this process
simultaneously leads to migrants transforming into constantly monitored data subjects. As
emphasized in surveillance literature, this means the regulation of individuals' behaviors on a data
basis (Lyon, 2001).

Al-supported risk analysis and profiling systems can produce new forms of exclusion by
dividing migrants into algorithmic categories. Such classifications can lead to the reproduction of
biases existing in datasets, causing certain groups to fall into systematically disadvantaged positions
(Eubanks, 2018). In this context, migrants become individuals evaluated not only through their
physical mobility, but also through their digital profiles. This situation can also affect the
relationships of belonging and trust established by migrants with the host society. As discussed in
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surveillance literature, administrative practices aimed at keeping individuals under constant
supervision carry the risk of carrying the relationship established by individuals with public
institutions onto a security-oriented ground. Particularly the intensive use of biometric registration,
digital tracking, and algorithmic evaluation processes can cause migrants to experience social
acceptance processes within a security-oriented framework. Thus, social integration ceases to be an
issue of legal status or access to services; it transforms into a multi-layered process where the
relationship between digital surveillance and social belonging is reshaped.

Migration management transforms into a multi-layered governance domain that extends
beyond physical borders and regulates individuals' behaviors. This situation can cause social
integration to evolve into a structure shaped under surveillance and assimilation pressure rather than
voluntary participation processes.

Al-supported security applications produce a dual-sided impact on social integration. While
these technologies facilitate administrative integration, they can simultaneously limit social harmony
through surveillance, classification, and exclusion mechanisms. Therefore, social integration should
be evaluated not as a technical output, but as a political process shaped by the interaction between
security policies, technological infrastructures, and social relations.

Ethical Debates and Inquiries Regarding the Future

The rise of Al-supported migration security applications has brought along multi-
dimensional ethical problems such as human rights, data justice, surveillance society, and
governance, not only in terms of technical efficiency. The proliferation of tools such as risk analysis,
digital profiling, and automated decision systems means that migrant individuals' lives are guided by
algorithmic decisions (Eubanks, 2018). Furthermore, Al-supported systems discussed in the
international arena, such as iBorderCtrl, can impair individuals' presumption of innocence and right
to a fair trial (Goktepe, 2025).

In the literature, it is argued that algorithmic security systems evaluate individuals within
data-based risk categories and that this situation can strengthen exclusionary security practices
(Amoore, 2006). The boundaries and potential transformation of artificial intelligence technologies
need to be evaluated (Beduschi, 2021). With artificial intelligence playing a greater role in decision-
making processes, the applicability of principles such as "explainability," "accountability," and
"algorithmic transparency" is seriously debated (Wachter et al., 2017). For example, if the reason
why a high-impact decision such as the deportation of an individual was taken cannot be explained,
this threatens not only the individual's fundamental rights, but also the rule of law. The General Data
Protection Regulation (GDPR) grants individuals the "right to object”" against Al-based automated
decision processes. However, how this right will function and how it will be supported
technologically remains unclear (Veale & Edwards, 2018). Concepts of social participation and
democratic legitimacy also hold a critical place in the construction of an ethical future. The
involvement of migrants and civil society in the design, implementation, and auditing processes of
these systems will be decisive not only in terms of ethical governance, but also for social harmony
and peaceful coexistence. Technologies must be structured in a way that serves not only the state's
security goals, but also individuals' rights and society's holistic welfare (Crawford & Calo, 2016).

Al-based migration security applications in Tiirkiye are developed within the framework of
the claim to establish a balance between security policies and human rights norms. Biometric data
usage, algorithmic classification, and digital surveillance applications bring along significant ethical
debates in terms of data privacy, transparency, and accountability. In this framework, the extent to
which Al-based migration security systems comply with ethical governance principles becomes one
of the main headings of academic and legal debates. Alongside the efficiency provided by
technological developments, concepts such as data privacy, explainability, and algorithmic
accountability become an inseparable part of migration management. Tirkiye's institutional capacity
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and legislative infrastructure make the question of how the relationship between security policies and
fundamental rights will be balanced more visible.

Conclusion

This study examined the role of Al-supported border technologies in Tiirkiye's migration
management policies within the framework of securitization theory and the digital surveillance
approach. As a result of document analysis conducted within the scope of the qualitative research
method, it was determined that biometric verification systems, algorithmic risk analysis applications,
and cross-border data sharing mechanisms have become increasingly visible in Tiirkiye's border
management. The findings indicate that these technologies undertake significant functions in terms
of increasing operational capacity in the fight against irregular migration, accelerating identity
verification processes, and supporting border security with digital tools.

The findings obtained within the scope of the research show that Al-supported border
technologies can be evaluated as applications contributing to the reshaping of migration management
with a data-driven understanding, alongside being tools increasing technical capacity. In this
framework, it can be said that biometric verification, algorithmic risk analysis, and data sharing
applications support new governance practices associated with securitization processes.
Nevertheless, existing findings allow evaluation on the basis of institutional policies and practices
rather than directly revealing the impacts of these technologies on migrants' daily life experiences.

The study also demonstrates that the proliferation of digital border technologies brings along
legal and ethical debates such as the protection of personal data, algorithmic transparency,
accountability, and the protection of fundamental rights. Therefore, adopting a balanced approach
between security needs and human rights principles in the development and use of Al-supported
applications is of importance.

This research contributes to the literature in three aspects. First, it examines Al-supported
border technologies in Tiirkiye holistically within the framework of securitization theory. Second, it
evaluates biometric verification, algorithmic risk analysis, and cross-border data sharing within the
same analytical framework. Third, it brings a current perspective to the subject by relating the case
of Tiirkiye to international digital migration governance debates. Nevertheless, the study is limited
solely to institutional documents and secondary data sources. In future research, combining
qualitative field research to be conducted with migrants, implementing agency representatives, and
other stakeholders with quantitative analyses will contribute to a more comprehensive assessment of
the social impacts of Al-supported border technologies.
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Giris

Uluslararas1 go¢ hareketlerinin artan hacmi ve karmasiklasan yapisi, simnir
giivenligini devletlerin ulusal giivenlik politikalarinin temel bilesenlerinden biri haline
getirmistir. Giiniimiizde gog, insani ve demografik bir olgu olmakla birlikte kamu diizeni,
siir kontrolii, terorle miicadele ve toplumsal istikrarla iligkili ¢cok boyutlu bir glivenlik
meselesi olarak ele alimmaktadir. Ozellikle kitlesel zorunlu go¢ hareketleri, geleneksel sinir
yonetimi anlayisinin yeniden degerlendirilmesini zorunlu kilmaktadir. Bu cergevede
devletler daha etkin, hizl1 ve teknoloji destekli sinir yonetimi modellerine yoneltmektedir.

Bu doniisimiin en Onemli bilesenlerinden biri yapay zeka destekli siir
teknolojileridir. Biiyiik veri analitigi, biyometrik kimlik dogrulama, algoritmik risk analizi
ve gercek zamanli gozetim sistemleri, diizensiz go¢ hareketlerinin izlenmesi, risk
degerlendirmesi ve sinir giivenligi siireglerinin yonetilmesinde giderek daha yaygin bigimde
kullanilmaktadir. Boylece siir giivenligi, fiziksel denetim faaliyetleriyle sinirli olmaktan
cikarak veri odakli ve dijital teknolojilerle desteklenen bir yonetisim alanina doniismektedir.

Bu doniisiim, giivenlik calismalar literatiiriinde onemli kuramsal tartismalar1 da
beraberinde getirmektedir. Giivenliklestirme kurami, gdciin siyasal sdylemler araciligiyla
giivenlik tehdidi olarak insa edildigini ileri siirerken (Buzan vd., 1998), gozetim caligmalari
dijital teknolojilerin bireylerin izlenmesi, siniflandirilmasi ve yonetilmesindeki roliine
dikkat cekmektedir (Lyon, 2001). Benzer bi¢gimde Foucaultnun (1977) biyopolitika
yaklasimi, modern devletlerin niifusu kayit, veri ve gozetim mekanizmalar1 araciligiyla
yonetmesini aciklamaktadir. Bu kuramsal yaklagimlar, yapay zeka destekli simr
teknolojilerinin teknik araglar olmanin yaninda giivenlik politikalarini ve gé¢ yonetisimini
dontistiiren sosyo-teknik mekanizmalar olarak degerlendirilmektedir. Molnar'mn (2020)
caligmas1 da sinir bolgelerinde kullanilan dijital teknolojilerin insan haklar1 ve hesap
verebilirlik bakimindan ortaya ¢ikardig: risklere dikkat cekmektedir.

Literatiirde yapay zeka destekli sinir teknolojileri ¢ogunlukla sinir giivenliginin
etkinligi, dlizensiz go¢iin Onlenmesi ve operasyonel kapasitenin artirilmas: baglaminda
incelenmektedir. Buna karsilik, bu teknolojilerin gd¢ yoOnetimini hangi mekanizmalar
araciligiyla doniistiirdiigii, glivenliklestirme siireglerini nasil yeniden sekillendirdigi ve
ortaya ¢ikardigi etik ile hukuki sonuclar, 6zellikle Tiirkiye 6rneginde sinirh diizeyde ele
alinmistir.
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Tiirkiye, jeopolitik konumu ve 6zellikle Suriye i¢ savasi sonrasinda karsi karsiya
kaldig1 yogun diizensiz go¢ hareketliligi nedeniyle dijital sinir teknolojilerini en kapsamli
kullanan {ilkelerden biri haline gelmistir. Go¢Net sistemi, biyometrik kimlik dogrulama
altyapilari, mobil gd¢ noktalari, insansiz hava araglari, termal kameralar ve yapay zeka
destekli analiz sistemleri, smir yonetiminde dijitallesmenin temel bilesenlerini
olusturmaktadir. Bu nedenle Tiirkiye 6rnegi, yapay zeka destekli sinir teknolojilerinin gog
yonetimi, giivenliklestirme ve dijital gozetim siiregleri tizerindeki etkilerini incelemek
acisindan 6nemli bir arastirma alani sunmaktadir.

Bu arastirma, s6z konusu literatiir boslugunu Tiirkiye 6rnegi lizerinden incelemeyi
amaclamaktadir. Bu calismada, Tirkiye'de yapay zeka destekli sinir teknolojilerinin gog
yoOnetimini hangi mekanizmalar tizerinden doniistiirdiigii, bu teknolojilerin giivenliklestirme
stirecini nasil yeniden tirettigi ve yapay zeka destekli sinir teknolojilerinin etik, hukuki ve
toplumsal sonuglarinin neler oldugu sorularina cevap aranmaktadir.

Aragtirmada nitel arastirma yontemi benimsenmis, veri toplama teknigi olarak
dokiiman analizinden yararlanilmistir (Bowen, 2009). Arastirmanin veri setini Tirkiye
Cumbhuriyeti Icisleri Bakanlhigi, Go¢ Idaresi Baskanligi, Savunma Sanayii Baskanlig,
UNHCR, IOM, FRONTEX ve Europol tarafindan 2018-2026 yillar1 arasinda yayimlanan
raporlar ile politika belgeleri olusturmaktadir. Belgeler, arastirmanin amaci dogrultusunda
amagh Ornekleme yontemiyle seg¢ilmis; veriler tematik analiz kullanilarak biyometrik
denetim ve dijital profilleme, algoritmik risk analizi ile veri paylagimi yoluyla sinir 6tesi
gbzetim temalar ¢ercevesinde degerlendirilmistir. Calismanin yalnizca kurumsal belge ve
raporlara dayanmasi nedeniyle ulasilan bulgular, gogmenlerin bireysel deneyimlerinden
ziyade devlet politikalar1 ve kurumsal uygulamalar temelinde yorumlanmistir. Bu bakimdan,
yapay zeka destekli sinir teknolojilerinin gégmenlerin giindelik yagami ve sosyal biitiinlesme
stirecleri iizerindeki etkilerinin saha arastirmalariyla desteklenmesi, gelecekteki caligmalar
acgisindan 6nem tagimaktadir.

Yapay Zekanin Giivenlik Alanindaki Rolii

Yapay zekanin en 6nemli 6zelliklerinden biri, biiyiik hacimli veri kiimelerini kisa siirede
analiz edebilme kapasitesidir. Bu 6zellik, glivenlik ve kamu yonetimi alanlarinda insan giiciine
duyulan ihtiyac1 azaltmakta ve karar alma siireglerini hizlandirmaktadir (Onder, 2020). insan bilissel
stireclerinin teknolojik sistemler araciligiyla tamamen taklit edilmesi miimkiin gériinmese de, veri
isleme kapasitesindeki gelismeler yapay zeka teknolojilerinin kamusal alanlardaki kullanimini
giderek yaygilastirmaktadir (Gaihre, 2023). Ozellikle yiiksek hacimli verinin iiretildigi sinir
giivenligi ve gd¢ yonetimi gibi alanlarda, yapay zeka sistemleri operasyonel etkinlik acisindan
onemli avantajlar sunmaktadir.

Yapay zeka sistemleri, yalnizca veriye hizli erisim saglayan teknik araglar degildir. Bu
sistemler, verileri es zamanh olarak analiz ederek karar siireclerini yonlendirme kapasitesine de
sahiptir. Algoritmik karar mekanizmalari, mevcut veri setleri icerisinden belirli risk Oriintiilerini
tespit ederek “en uygun” segenegi dnceliklendirmektedir. Ancak bu durum, karar siireglerinin biitiin
veriler iizerinden degil, belirli parametreler ve siniflandirmalar iizerinden yiiriitiilmesine neden
olmaktadir (Kokkalis, 2019, s. 310). Algoritmalarin hangi verileri 6ncelikli kabul ettigi, hangi risk
kategorilerini esas aldig1 ve hangi gruplar disarida biraktig1 konusu 6nemli tartismalari beraberinde
getirmektedir. Ayrica yapay zeka sistemlerinin etkili bi¢imde ¢alisabilmesi, gelismis dijital
altyapilara, yiliksek islem kapasitesine ve siirekli veri akisina baglidir. Bu nedenle yapay zeka
teknolojileri, teknik kapasitenin yaninda gii¢lii bir veri yonetim sistemi de gerektirmektedir.
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Yapay zeka teknolojilerinin go¢ giivenligi alanindaki kullanimini degerlendirebilmek icin,
gdciin giivenliklestirilmis bir olgu haline geldigini dikkate almak gerekmektedir. Giivenliklestirme
kurami, gogiin nesnel tehditlerden bagimsiz bicimde siyasal sdylemler aracilifiyla giivenlik sorunu
olarak insa edildigini ileri siirmektedir. Buzan, Waver ve de Wilde’a (1998) goére bir konunun
giivenlik meselesi héline gelmesi, siyasal aktorlerin sdylemsel miidahaleleriyle iliskilidir. Bu
cercevede gocmenler “risk”, “tehdit” veya “Oteki” kategorileri igerisinde tanimlanabilmekte;
olaganiistii glivenlik uygulamalar1 mesrulastirilabilmektedir. Yapay zeka destekli sinir teknolojileri,
bu giivenliklestirme siirecini dijital gozetim mekanizmalar1 {izerinden yeniden tiretmektedir.

Gogiin  glivenliklestirilmesi, gd¢menlerin idari ve teknolojik denetim mekanizmalari
icerisinde siirekli izlenen veri 6znelerine doniismesine yol agmaktadir. Bellanova ve Duez’e (2012,
s. 110) gore dijital sinir teknolojileri, teknik tarafsizlik iddiasi tasisa da gd¢cmenleri algoritmik risk
kategorileri igerisinde degerlendiren sosyo-teknik araglar {iretmektedir. Foucault’nun biyopolitika
yaklagimi baglaminda degerlendirildiginde, dijital sinir sistemleri niifusun biyometrik veriler
iizerinden yonetilmesini miimkiin kilmaktadir (Ajana, 2013, s. 598). Boylece sinir giivenligi,
yalnizca fiziksel kontrol siireclerinden olusan bir mekanizma olmaktan ¢ikmakta; veri toplama,
siniflandirma ve dijital gézetim siirecleriyle genislemektedir.

Bu doniisiim, sosyal biitiinlesme siirecleri lizerinde de Onemli etkiler yaratmaktadir.
Giivenlik merkezli dijital uygulamalar, go¢menlerin siirekli denetlenen ve risk skorlari {izerinden
degerlendirilen bireyler haline gelmesine neden olmaktadir. Amoore’a (2006, s. 338) gore algoritmik
giivenlik sistemleri, “riskli” ve “entegre edilebilir” gogmen kategorileri olusturarak dislayici bir
dijital hiyerarsi iiretmektedir. Bu durum, go¢menlerin ev sahibi toplumla kurdugu giiven iliskisini
zayiflatabilmekte ve dijital 6tekilestirme siireclerini derinlestirebilmektedir. Yapay zeka sistemleri,
gocmenlerin yalnizca fiziksel hareketliligini degil; dijital izlerini, sosyal aglarim ve davranig
oOriintiilerini de denetim altina almaktadir (Zuboff, 2019, s. 25).

Yapay zeka teknolojilerinin go¢ giivenligi alanindaki kullanimi, teknik bir tercih olmanin
Otesinde siyasal ve yonetsel bir doniisiimii ifade etmektedir (Gaihre, 2023,s. 15). Teknoloji ile
giivenlik politikalar1 arasindaki yakin iligki, gé¢ yonetiminde veri temelli yeni bir denetim rejimi
olugturmaktadir. Bu nedenle yapay zekd teknolojilerinin smir gilivenligi operasyonlarina
entegrasyonu, bircok devlet tarafindan stratejik Oncelik olarak degerlendirilmektedir (Feldstein,
2019, s. 5). Yiiz tanima sistemleri, biyometrik analiz araglari, hareket sensorleri, termal kameralar ve
tarayict yazilimlar, ¢agdas dijital sinir ydnetiminin temel bilesenleri arasinda yer almaktadir
(Feldstein, 2019, s. 7). Bu sistemler, giivenlik siireclerini hizlandirmakta ve veri temelli 6ngorii
kapasitesini artirmaktadir (Zuiderwijk, Chen ve Salem, 2021, s. 5).

Yapay zeka destekli sinir teknolojileri, genis smir bdolgelerinin daha az personelle
izlenmesine olanak saglamaktadir. Ozellikle insansiz hava araglari, otomatik analiz sistemleri ve
gercek zamanli veri isleme mekanizmalari, smir gilivenligi operasyonlarimin kapsamin
genisletmektedir (Tyler, 2022, s. 6). Bu gelismeler, go¢ yonetiminde dijitallesmenin ve otomasyonun
giderek daha merkezi bir konuma yerlestigini gostermektedir.

Dijital Simir Giivenligi: Giris Noktalarinda Yapay Zeka Tabanh Uygulamalar

Giliniimiizde siir giivenliginin saglanmasinda geleneksel yontemlerin yetersiz kaldigi
durumlarda yapay zekd (YZ) tabanli giris kontrol sistemleri, yeni bir paradigma olarak one
cikmaktadir. Bu sistemler, yiiksek dogruluk orani, islem hiz1 ve otomatik analiz kapasitesi sayesinde
gdgmen akisinin yogun oldugu bélgelerde kritik rol oynamaktadir. Ozellikle diizensiz gog, insan
kacake¢iligi ve smirdan izinsiz gecisler gibi tehditlerin arttigi kriz bolgelerinde, YZ sistemleri
giivenligi artirmaktadir. Ayn1 zamanda gog¢ yoOnetimi siireglerinin etkinligini ve seffafligini da
yiikseltmektedir.
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Yapay zeka, verilen bilgilere dayanarak rasyonel kararlara ulasarak insan muhakemesini
taklit eden bir teknolojidir. AB'in “Yapay Zeka Yiiksek Diizeyli Uzman Grubu” (HLEG), yapay
zekay1 karmasik bir hedef verilen ve veri toplayan, yorumlayan ve isleyen ve bu verilere dayanarak
verilen hedefe ulagsmak i¢in en iyi eyleme karar veren sistemler olarak tanimlamaktadir (Dumbrava,
2021).

Smir kontrol teknolojilerine iligkin olarak Gonzalez (2019), "kimlik kartlari, plaka
okuyucular, yiliz tanima yazilimlari, drone gozetimi, video kameralar, hareket sensdrleri ve radar
sistemleri gibi cesitli teknolojilerin yeni bir yiiksek teknoloji simir1" olusturduguna dikkat
cekmektedir. Bu teknolojiler, gdgmenlerin yetkililere nasil goriindiigiinii ve hareketlilik ile mekam
nasil miizakere ettiklerini dogrudan degistirmektedir. Gonzalez’in (2019) siur1 “lojistik altyap1”
olarak ele almasi, smir1 yalnizca harita {lizerinde bir ¢izgi degil, farkli cografyalara yayilan
sinirlandirma pratikleri iginde kurulan daginik bir aygit, altyap1 ya da ag olarak degerlendiren
yerlesik yaklasimlari genisletmektedir.

Gillespie ve arkadaslar1 (2018), dijital ve fiziksel hareketliligin kesisimini “dijital gegit”
olarak tanimlamaktadir. Bu baglamda, Suriyeli miilteciler akilli telefonlar1 ve iliskili dijital altyapilart
kullanarak yolculuklarini planlamakta, yon bulmakta ve belgelemektedir. Kimi zaman ise denizde
hayatta kalabilmek i¢in goriiniirliiklerini artirmak amaciyla bu araglar1 kullanmaktadir. Literatiirde,
dijital teknolojilerin go¢ siireglerine ve go¢menlerin i¢inde bulundugu kirilgan durumlara etkisine
onemli Ol¢lide odaklanilmaktadir. Bdylece hareket halindeki bireylerin go¢ kontrollerinden
kaginmak igin dijital teknolojileri hem yon bulma hem de goriinmez olma amaciyla kullanmalar ile
birlikte, hayati tehlike arz eden durumlarda aktivist gruplar aracilifiyla saglanan kritik destek
arasindaki baglantilar kurulmaktadir. Bu gercevede, dijital aktivizm ve dijital aracili hareketlilikler,
sinir kontroliinii goriiniirde sorgulayan ve zorlayan pratikler icinde bulunmaktadir.

Bu cercevede, Suriye Krizi gibi uzun soluklu insani krizler, yapay zekd (YZ) tabanh
uygulamalarin sinir giivenliginde merkezi bir rol oynamasina zemin hazirlamaktadir. Dijital sinir
giivenligi, artik sadece gecislerin izlenmesi degil, ayn1 zamanda kimlik dogrulama, risk analizi ve
davranigsal tahminlerde bulunma gibi ¢ok katmanli siiregleri igermektedir. Bu ger¢evede, YZ tabanli
giris kontrol sistemleri ti¢ temel baslik altinda incelenecektir: (i) biyometrik dogrulama sistemleri,
(i) risk analizi ve otomatik karar sistemleri(iii) ger¢ek zamanli izleme ve sinir Otesi veri paylagimi
seklindedir.

Biyometrik Dogrulama Sistemleri

Glinlimiiz go¢ yonetimi pratiklerinde, kimlik dogrulama siireglerinin giivenilirligi ve hizinin
artirllmasi stratejik bir dneme sahiptir. Bu dogrultuda, biyometrik kimlik dogrulama sistemleri,
goecmenlerin ve siginmacilarin kimlik tespiti ve izlenmesi siirecinde merkezi bir ara¢ olarak
konumlanmaktadir. Parmak izi, yiiz tanima, retina taramasi ve ses biyometrisi gibi yontemlerle
bireylere ait fiziksel ve davranigsal 6zellikler dijital ortama aktarilmaktadir. Boylece kisiye 6zgii ve
sahtecilige kapali kimlik dogrulama siiregleri miimkiin hale gelmektedir (Maguire, 2009).
Biyometrik veriler, kimlik tespitinin yaninda dijital profilleme, risk analizi ve hareket izleme gibi
¢ok boyutlu gé¢ yonetimi faaliyetlerinde de temel veri kaynagi islevi gormektedir (Ajana, 2013).

Yapay zeka destekli sinir glivenligi uygulamalari, 6zellikle biyometrik tanima teknolojileri
ile 6n plana ¢ikmaktadir. Bu sistemler, gelencksel belgelerin sahtecilige agik yapisini biiyiik 6lgiide
bertaraf etmektedir. Smir gegislerinde kimlik dogrulama siirecini yiiksek dogruluk oranlariyla
otomatiklestirmektedir. Biyometrik dogrulama, bireyin fiziksel ve davranigsal 6zelliklerine dayali
olarak kimliginin teyit edilmesini saglamaktadir (Jain vd. 2000, s. 91). Yapay zeka algoritmalart,
biyometrik verilerin iglenmesinde derin 6grenme ve makine 6grenmesi modellerinden yararlanarak,
daha hassas ve hizli sonuglar iiretmektedir. Yiiz tanima, parmak izi analizi ve ses tanima gibi
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yontemler, smir gecislerinde bireylerin kimlik bilgilerinin dogrulanmasinda etkin bicimde
kullanilmaktadir (Binhammad vd.,2024).

Ozellikle yiiz tamima teknolojileri, yapay sinir aglar1 kullamlarak gelistirilmis olup, diisiik
¢Oziiniirliikkli ve kismen ortiilii yiizlerde dahi yiiksek dogrulukla calisabilmektedir. Bu tiir sistemler,
pasaport bilgileriyle biyometrik verilerin eslestirilmesi sirasinda gercek zamanli olarak karar
verebilmektedir (Minaee vd., 2023, s. 8650).

Bu noktada makine 6grenimi algoritmalari, gdgmenlerin 6nceki gecis verilerini analiz ederek
siipheli hareket paternlerini tespit etmekte kullanilmaktadir. Ornegin, AB’nin bazi dis sinirlarinda
uygulanan “iBorderCtrl” gibi sistemler, kisilerin verdigi yanitlarda mikromimik analizleri yaparak
yalan beyan ihtimalini degerlendirmektedir. “iBorderCtr]” Akilli Tagimabilir Smir Kontrol
Sistemi'nin kisaltmasidir (https://www.iborderctrl.eu/). Arastirmacilar, AB vatandasi olmayanlarin
Schengen bdlgesine girisini kontrol etmeye yardimci olmak igin yapay zekd tabanl bir yalan
detektori gelistirdiler (Dumbrava, 2021)..Her ne kadar bu tiir sistemler etik tartigsmalara agik olsa da,
sahada elde edilen veriler bu uygulamalarin giivenlik acisindan caydiricilik sagladigini
gostermektedir.

Risk Analizi ve Otomatik Karar Sistemleri

Yapay zeka destekli sistemler, giinlimiizde go¢ giivenligi politikalarinin yalnizca
destekleyici unsurlar1 degil, aym1 zamanda yénlendirici araclar1 haline gelmistir. Ozellikle ani ve
biiyiik 6lcekli kitlesel gog¢ olaylarinda, devletlerin giivenlik ve kamu diizeni agisindan hizli ve isabetli
kararlar verebilmesi, biiyiik veri analitigi ve otomasyon temelli sistemlerin devreye alinmasiyla
miimkiin olmaktadir (Broussard, 2018). Suriye krizinden etkilenen {ilkelerde yasanan yogun goc
hareketleri, bu teknolojilerin hem smir kontrolii hem de i¢ giivenlik alanlarinda kullanilmasi
gerekliligini agikca ortaya koymaktadir.

Risk analizi, gdgmen bireylerin tasidig1 giivenlik tehditlerini ve sosyal kirilganlik diizeylerini
onceden tespit etmeye yonelik veri temelli bir degerlendirme siirecidir. Bu siirecte kullanilan yapay
zeka sistemleri; biyometrik tanima verileri, seyahat ge¢misi, sosyal medya paylasimlar1 ve hatta
psikososyal analizler gibi ¢ok yonlii veri kaynaklarini entegre bigimde islemektedir (Eubanks, 2018).
Makine 6grenimi ve dogal dil isleme (NLP) gibi algoritmalardan elde edilen verilerden risk profili
olusturulmaktadir. Ornegin, bireyin gegmisinde silahli gruplarla temas kurduguna dair gevrim igi
veya saha temelli veriler, otomatik olarak analiz edilerek “yiiksek riskli” sinifina atanmasina neden
olabilir. Benzer bigimde, kadin ve ¢ocuklarin insan ticareti magduru olma ihtimali de belirli davranig
ortintiileri analiz edilerek tahmin edilebilmektedir (O’Neil, 2016).

Bu sistemlerin en yaygin kullanimi, sinir giivenliginde karsimiza ¢ikmaktadir. Avrupa Birligi
Smir ve Sahil Giivenligi Ajansi olan Frontex, yiiz tanima sistemleri, dijital pasaport dogrulama
teknolojileri ve davranissal analiz aracglari ile desteklenen pilot yapay zeka uygulamalarini hayata
gecirmistir (Frontex, 2021). Bu sistemler, yolcularin smir kapilarindaki yiiz ifadelerini, goz
hareketlerini, stres diizeylerini ve konusma bigimlerini analiz ederek yalan beyan riskini
degerlendirebilmektedir.

Risk analizinin ¢iktilari, otomatik karar sistemleri araciligiyla dogrudan giivenlik siireglerine
entegre edilmektedir. Otomatik karar sistemleri, insan miidahalesine gerek duymadan, sistem
tarafindan hesaplanan risk skorlarina gore bireyler hakkinda giris izni verme, detayli kontrol
uygulama ya da ret karar1 olusturma gibi islemleri gergeklestirmektedir (Wachter vd., 2017). Bu tiir
sistemler zaman kazandirdig: gibi, 6znellik ve insan hatasini azaltarak karar siireglerinde tutarlilig
da artirmaktadir. Ancak bu teknolojilerin etik yonii ciddi bigimde tartigmalidir. Yapay zeka
sistemleri, egitildikleri veri setlerine bagimlidir. Bu verilerde yer alan tarihsel onyargilar,
algoritmalar aracilifiyla yeniden iiretilme riski tagimaktadir (Eubanks, 2018). Bu durum, bazi
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gruplarin sistematik bicimde ayrimciliga ugramasina neden olabilecegi tartismasina neden
olmaktadir.

Bu nedenle, otomatik karar sistemlerinde aciklanabilir yapay zeka ilkeleri 6nem
kazanmaktadir. Agiklanabilirlik; bir sistemin neden belirli bir karara vardigini insan kullanicilarin
anlayabilecegi sekilde sunabilmesi anlamina gelmektedir (Wachter vd., 2017). Ozellikle uluslararasi
hukukta “gerekgeli karar hakki” bireylerin temel haklar arasinda yer aldigindan, yapay zeka temelli
kararlarin da izlenebilir, gerekcelendirilebilir. Aksi halde, bireylerin hak arama yollar ciddi bi¢cimde
tikanabilir ve sistemler keyfi uygulamalara agik hale gelebilmektedir.

Yapay zeka destekli risk analizi ve otomatik karar sistemleri, goc gilivenliginde yiiksek
verimlilik ve hiz saglayan, ancak ayn1 zamanda ciddi etik, hukuki ve toplumsal riskler barindiran
sistemlerdir. Bu nedenle bu sistemlerin sadece giivenlik odakli degil, ayn1 zamanda insan haklart
temelli bir ¢ercevede gelistirilmesi ve uygulanmasi biiyiik 6nem tasimaktadir.

Otomatik karar sistemleri ve risk profilleme teknolojileri, operasyonel yiikii hafifletmekle
birlikte, algoritmik ayrimcilik tartismalarini beraberinde getirmektedir. Avrupa Birligi'nin sinir
ajanst FRONTEX, Tiirkiye'nin de veri entegrasyonu sagladigi bu dijital ekosistemin barindirdig:
tehlikelere resmi raporunda dogrudan dikkat ¢ekmistir: "Makine ogrenimi destekli analiz araglari,
egitildikleri veri setlerindeki tarihsel ve yapisal 6nyargilari yansitma ve belirli etnik veya demografik
gruplart orantisiz bir bicimde riskli olarak simiflandirma riski tasimaktadir” (FRONTEX, 2021, s.
14). Bu kurumsal tespit, Beduschi'nin (2021, s. 585) yapay zeka sistemlerinin gé¢menleri dnceden
belirlenmis "siipheli" kategorilerine hapsederek hukuki giivenceleri asindirdig1 yoniindeki akademik
teziyle tam bir uyum icermektedir.

Yapay zeka destekli risk analizi uygulamalarmin sinir giivenligi siireclerinde karar alma
mekanizmalarini destekleyen araglar olarak degerlendirildigini gostermektedir. Bu sistemler,
diizensiz gd¢ hareketlerinin daha hizli analiz edilmesine ve gilivenlik birimlerinin kaynaklarini risk
onceliklerine gore yonlendirmesine katki saglayabilmektedir. Bununla birlikte, algoritmik
degerlendirmelerin hangi veri setleri ve oOlciitler temelinde gerceklestirildigine iliskin sinirh bilgi
bulunmasi, seffaflik ve hesap verebilirlik agisindan bazi tartigmalar1 da beraberinde getirmektedir.
Bu nedenle, algoritmik karar destek sistemlerinin giivenlik gereksinimleri ile temel hak ve
ozgiurliiklerin korunmasi arasinda dengeli bir ¢ergevede ele alinmasi 6nem tagimaktadir.

Gercek Zamanl izleme ve Simir Otesi Veri Paylasim

Yapay zeka temelli sinir giivenligi uygulamalarinin etkinligi, ger¢ek zamanl veri toplama
ve analiz mekanizmalarimin gelismesiyle birlikte onemli Olgiide artis gostermistir (Latonero &
Kift,2018). Ozellikle hareketli ve kontrolii zor smir bélgelerinde, geleneksel ydntemlerle
saglanamayan gozetim kapasitesi, otonom teknolojilerin devreye girmesiyle dijitallestirilmis bir
kontrol sistemine doniismektedir. Bu baglamda insansiz hava araclar1 (IHA'lar), termal kameralar,
yliz tanima sistemleri, hareket algilayicilar ve sabit gozetim kulelerinden gelen gorsel ve sensdrel
veriler, gercek zamanl olarak yapay zeka algoritmalar tarafindan islenmektedir (Bellanova, 2017).
Bu sistemler, sinir hattinda olagandisi hareketlilikleri, 6rnegin toplu insan gegislerini, belirli
alanlarda siklasan hareketi ya da gizlenmeye yonelik davramislar tespit edebilmekte; insan
operatdrleri bu veriler iizerinden yonlendirmektedir (Leese, 2014).

Gergek zamanh izleme uygulamalarimin yaninda, yapay zeka temelli siir gilivenliginin
stirdiiriilebilirligi ve biitiinclil etkinligi agisindan uluslararasi veri paylasimi bilyilk &nem
tagimaktadir. Gogmenlerin yalnizca bir iilkeye degil, birden fazla iilkeye gegis yapmalari ve sinirlar
arasi hareketlilik gostermeleri nedeniyle, tilkeler arasinda bilgi akisi ve veri esgiidiimii gereklidir. Bu
noktada INTERPOL, Europol ve Frontex gibi kuruluslarla yiiriitiilen is birlikleri sayesinde, siipheli
bireylerin dijital izleri iilkeler arasinda paylasilmakta; ¢coklu simir gegis kayitlar1 ve olasi giivenlik
tehditleri ortak veri havuzlarinda toplanmaktadir (Bigo et al., 2013). Bu tiir platformlar, yalmzca sug
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veya teror sliphelisi kisilerin izlenmesini degil; ayn1 zamanda kayip gé¢menlerin bulunmasi, insan
ticareti magdurlarinin tanimlanmasi ve miilteci koruma mekanizmalarinin iyilestirilmesi gibi insani
amagclara da hizmet etmektedir.

Veri paylasimi yalnizca teknik bir mesele degil; ayn1 zamanda siyasal, hukuki ve etik bir
stirectir. Ulus devletlerin veri egemenligi konusundaki hassasiyetleri, sinir 6tesi veri transferlerinde
ciddi siirlamalara yol agabilmektedir (Jeandesboz, 2016). Bu nedenle, veri paylasim sistemlerinin
hem ulusal mevzuatlarla hem de Avrupa Genel Veri Koruma Tiiztigi (GDPR) gibi uluslararasi
normlarla uyumlu olarak yapilandirilmasi gerekmektedir. Ayrica, yapay zekad sistemlerinin
kullandig1 verilerin dogrulugu, giincelligi ve tarafsizlig1 da sistemlerin giivenilirligi agisindan hayati
onemdedir. Aksi takdirde, yanlis eslesmeler, haksiz yere riskli sinifina alinan bireyler ve veri ihlalleri
gibi sorunlar, bireysel haklar ve uluslararasi is birlikleri agisindan ciddi krizler dogurabilir (Wachter
vd., 2017).

Gergek zamanl izleme teknolojileri ile uluslararasi veri paylasimi mekanizmalariin
entegrasyonu, yapay zeka destekli smir giivenligi politikalarinin teknik etkinligini ve kiiresel
mesruiyetini pekistirmektedir (Gordon, 2019). Ancak bu entegrasyon, yalnizca teknik degildir. Ayni
zamanda etik, hukuki ve siyasal sorumluluk bilinciyle ele alindiginda anlamli ve siirdiiriilebilir hale
gelmektedir.

Tiirkiye'de Yapay Zeka Destekli Go¢ Giivenligi

2011 yilinda baslayan Suriye i¢ savasi, bolgesel diizeyde biiyiik bir insani kriz yaratmis ve
milyonlarca insan yerinden edilmistir. Bu siiregte Tiirkiye, cografi ve kiiltiirel yakinligi nedeniyle en
fazla Suriyeliyi kabul eden iilke olmustur. 2026 itibartyla Tiirkiye’de Gegici Koruma kapsaminda
2.276.997 Suriyeli bulunmaktadir. (Go¢ Idaresi, 2026). Bu olaganiistii niifus hareketliligi,
Tiirkiye'nin sinir giivenligi, kayit sistemleri, toplumsal uyum ve kamu diizeni agisindan yeni politika
ve uygulamalar gelistirmesini zorunlu kilmistir. Bu kapsamda yapay zeka teknolojileri, go¢ gilivenligi
siireglerinin gili¢lendirilmesi amaciyla 6ne ¢ikan araglardan biri olmustur.

Tiirkiye’nin diizensiz gocle miicadele stratejisi, ¢ok katmanli ve biitiinciil bir glivenlik
yaklagimi dogrultusunda bes temel asama lizerine insa edilmistir. Bu stratejik ¢ergevenin ilk
basamaginda, go¢ hareketlerinin kaynaginda kontrol altina alinmasina yonelik onlemler yer
almaktadir. Bu kapsamda diplomatik girisimler ve siir Gtesi is birlikleri araciligiyla gdciin itici
nedenlerinin azaltilmas: hedeflenmektedir. Ikinci basamak, kara sinirlarinin en iist diizeyde
korunmasini amaglamaktadir. Fiziki bariyerler, teknolojik gdzetim sistemleri ve entegre sinir
yonetimi uygulamalari ile sinir hattinda giivenlik kapasitesinin artirilmasi 6n planda tutulmaktadir.
Ugiincii basamak ise, iilke igerisinde yasa dis1 olarak bulunan diizensiz gdgmenlerin tespiti ve insan
kacakgiligina karsi etkin kolluk denetimi yoluyla i¢ giivenligin saglanmasina odaklanmaktadir. Bu
baglamda mobil go¢ araglar1 gibi dijital izleme sistemlerinin devreye alinmasi, saha etkinligini
O6nemli Ol¢lide artirmaktadir. Stratejinin dordiincli asamasi, diizensiz isgiicii gocliyle miicadeleyi
kapsamaktadir. Emek somiiriisiine acik hale gelen gogmenlerin kayit disi ¢alistirilmasina karsi alinan
onlemler, go¢ politikalarinin sosyal boyutuna isaret etmektedir. Besinci ve son asama ise, hizli,
sistematik ve insan haklarina uygun bicimde yiiriitiilen smnir dis1 siireglerini kapsamaktadir. Bu
mekanizma, diizensiz gogmenlerin kendi tilkelerine doniislerinin etkin bigimde saglanmasini ve geri
gonderme merkezlerinin islevselliginin artirilmasii hedeflemektedir (Gog idaresi, Diizensiz Gogle
Miicadele). Tiirkiyemin bu bes asamali stratejisi, go¢ yOnetimini sadece smir gilivenligi
perspektifinden degil; ayn1 zamanda sosyoekonomik, hukuki ve etik boyutlariyla birlikte ele alan
biitiinciil bir politika yonelimine igaret etmektedir

Tirkiye'deki uygulamalarda, YZ sistemleri tamamen otomatik kararlar vermemekte, insan
denetimiyle birlikte ¢alismaktadir. Bu yaklasim, teknolojik objektiflik ile insani takdir arasinda bir
denge kurarak, birey haklarinin korunmasina katki saglamaktadir. Ayrica, YZ destekli sistemler,
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gocmenlerin daha adil ve sistematik bir bi¢imde degerlendirilmesine olanak tanimakta, bdylece
miilteci statiisii kazanabilecek kigilerin daha hizli ve giivenli bir sekilde haklara erigmesini
desteklemektedir. bu ¢ercevede Tiirkiye’deki YZ uygulamalarini biyometrik kimlik dogrulama ve
dijital profil olusturma, risk analizi ve otomatik karar sistemleri ve ger¢ek zamanli izleme ve sinir
Otesi veri paylasimi seklinde ¢alismamizda inceleyecegiz.

Biyometrik Kimlik Dogrulama ve Dijital Profil Olusturma

Tiirkiye, diizensiz gdciin yonetiminde biyometrik dogrulama sistemlerini dijital siur
yoOnetiminin temel araglarindan biri olarak kullanmaktadir. Parmak izi, yliz tanima ve iris taramasi
gibi biyometrik veriler, 6zellikle Mobil Go¢ Noktas1 uygulamalar ve sinir gegis noktalarinda gercek
zamanl olarak analiz edilmektedir. Boylece kimlik dogrulama, yasal statii kontrolii ve diizensiz
gbciin tespitine yonelik islemler hizlandirilmaktadir.

Gegici koruma kapsamindaki Suriyelilerin kayit siire¢lerinde alinan biyometrik veriler,
GogNet sistemi aracilifiyla merkezi olarak yonetilmektedir (Go¢ Idaresi Baskanligi, 2021). Bu
sistem, kimlik dogrulamanin yan1 sira kamu hizmetlerine iligkin idari kayitlarin biitiinlesik bicimde
yonetilmesini saglamaktadir. Ayrica sinir kapilarinda kullanilan biyometrik dogrulama sistemleri,
ulusal veri tabanlariyla entegre calisarak sahte belge kullaniminin tespitine ve giivenlik kontrollerinin
etkinliginin artirilmasina katki sunmaktadir (Frontex, 2021).

Biyometrik sistemlerin yayginlagmasi, operasyonel etkinligi artirirken kisisel verilerin
korunmasi, mahremiyet ve hesap verebilirlik bakimindan O6nemli tartismalari da beraberinde
getirmektedir. Biyometrik verilerin islenmesinde KVKK kapsaminda 6ngériilen teknik ve idari
tedbirlerin uygulanmasi biiylik 6nem tagimaktadir. Benzer sekilde Wachter vd. (2017), biyometrik
sistemlerde meydana gelebilecek hatali eslesmelerin bireylerin hak arama siireclerini
zorlagtirabilecegine dikkat ¢ekmektedir. Bu nedenle biyometrik verilerin islenmesinde giivenlik
gereksinimleri ile temel hak ve Ozgiirliiklerin korunmasi arasinda dengeli bir yaklagimin
benimsenmesi gerekmektedir.

Icisleri Bakanlig1 verilerine gore 2025 yil1 itibartyla Mobil Go¢ Noktasi araglarinda GogNet
entegrasyonu araciligiya 4 milyon 572 bin 712kimlik kontrolii ger¢eklestirilmistir (Igisleri Bakanlig,
2025). Bu veriler, biyometrik dogrulama sistemlerinin Tiirkiye'nin diizensiz go¢ yonetiminde 6nemli
bir operasyonel kapasiteye ulastigin1 gdstermektedir. Bununla birlikte UNHCR (2022), biyometrik
verilerin islenmesi siireclerinde agik riza, veri giivenligi ve mahremiyet ilkelerinin gézetilmesinin
uluslararast koruma rejimi agisindan temel bir gereklilik oldugunu vurgulamaktadir.

Elde edilen bulgular, biyometrik dogrulama sistemlerinin kimlik tespitini kolaylastiran
teknik araglarin yaninda go¢ yonetiminde veri temelli karar alma siireglerini destekleyen dijital
yonetisim mekanizmalart haline geldigini gostermektedir. Tiirkiye Orneginde bu sistemlerin
yayginlagmasi, sinir giivenliginin dijital teknolojilerle daha biitiinlesik bir yapiya yoneldigine isaret
etmektedir. Giivenliklestirme kurami agisindan degerlendirildiginde biyometrik teknolojiler, goc
yonetiminde dijital gozetim kapasitesini giiclendiren ve risk odakli sinir yonetimi anlayisini
destekleyen araglar olarak 6ne ¢ikmaktadir. Bununla birlikte, bu teknolojilerin go¢menlerin giindelik
yasami ve sosyal biitiinlesme siirecleri lizerindeki etkilerinin ortaya konulabilmesi igin saha
arastirmalarina dayali ¢aligmalara ihtiya¢ bulunmaktadir.

Risk Analizi ve Otomatik Karar Sistemleri

Son yillarda go¢ yonetimi ve sinir giivenligi politikalarinda dijital teknolojilerin artan rolii,
devletlerin daha hizli, etkin ve veri temelli karar alma siireclerine yonelmelerine imkén tanimaktadir.
Tiirkiye, bu doniistim siirecinde 6nemli bir aktor héline gelmis ve yapay zeka destekli sistemleri go¢
giivenligi alanmna entegre etme konusunda kayda deger ilerlemeler kaydetmistir. Ozellikle risk
analizi ve otomatik karar sistemleri sayesinde, diizensiz gogle miicadelede Onleyici tedbirlerin
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zamaninda alinmasi, kaynaklarin daha verimli kullanilmasi ve sinir yonetiminde stratejik kararlarin
desteklenmesi miimkiin hale gelmistir.

Yapay zekanm en tartismali kullanimlarindan biri, gd¢menlerin gilivenlik risklerine gore
siniflandirtlmasidir. Avrupa’da kullanilan baz1 algoritmik sistemlerde oldugu gibi, Tiirkiye’de de
belirli davranis kaliplari, seyahat ge¢misi, sosyal medya etkilesimi gibi veriler {izerinden risk profili
cikarma c¢abalar1 goriilmektedir (Frontex, 2022). Resmi olarak bu sistemlerin algoritmik yapisi
aciklanmasa da, miilakatlarda yapay zeka destekli 6n analizlerin kullanildigi, bazi bagvurularin bu
sistemler tarafindan diisiik oncelikli ya da riskli olarak siniflandirildigina dair bulgular mevcuttur.

Uluslararasi literatiirde sik¢a vurgulanan algoritmik Onyargi riskinin Tirkiye pratigindeki
yansimalari, Ozellikle GOo¢Net ve Mobil Go¢ Noktalari iizerinden somutlasma potansiyeli
tasimaktadir.  Ornegin, Mobil Go¢ Noktalarmin biiyiiksehirlerde hangi mahallelerde
konuslandirilacagimin veya sahada kimlik kontrolii yapilacak kisilerin yapay zeka destekli risk
haritalarina gore belirlenmesi, algoritmalarin egitildigi gegmis sug veya diizensiz gog verilerindeki
sosyo-ekonomik sapmalart yeniden iiretebilir.

Avrupa Birligi ilkelerinde oldugu gibi, Tiirkiye’de de bireylerin dijital izleri, seyahat
geemisi, sinir gecis girisimleri ve belirli davranis kaliplari gibi gesitli veriler {izerinden risk profili
olusturulmasma yonelik uygulamalar gelistirilmektedir (Frontex, 2022). Bu sistemler, sinir
giivenligini fiziksel bir miidahale alan1 olmaktan ¢ikarip, ayn1 zamanda 6nleyici ve analiz temelli bir
yonetisim aract haline doniistirmektedir. ilgili verilerden elde edilen &ngoriiler sayesinde gog
hareketleri daha dogru tahmin edilmekte ve karar siirecleri nesnel temellere dayandirilabilmektedir.

ASELSAN tarafindan gelistirilen elektro-optik gézetim sistemleri, insansiz hava araglar
(IHA) ve hareket algilayici radarlarla desteklenen smir kontrol sistemleri, gdgmen hareketlerinin
anlik takibini miimkiin kilmistir (ASELSAN, 2021). Bu sistemlerde kullanilan yapay zeka
yazilimlari, sinir bolgelerinde tespit edilen nesne ve hareketleri otomatik olarak siiflandirmaktadir.
Sistem tarafindan "siipheli" olarak tanimlanan eylemler igin gilivenlik birimlerine uyari
gonderilmektedir.

Tiirkiye'nin bu alandaki uygulamalari, Avrupa Birligi'nin sinir yonetimi ajanst Frontex
tarafindan da o6rnek olarak gosterilmistir. Frontex'in 2022-2032 stratejik risk analiz raporunda,
Tiirkiye'nin sinir giivenligi sistemleri ve erken uyar1 mekanizmalarimin Avrupa'nin giivenligi
acisindan biiylik 6nem tasidigi vurgulanmistir (Frontex, 2022).

Bu gelismeler, Tiirkiye’de go¢ yonetiminin giderek daha fazla dijitallesen ve veri temelli bir
giivenlik mimarisi icerisinde yeniden yapilandirildigini gostermektedir. Yapay zekad destekli
sistemler, sinir yonetimi silireclerinde operasyonel koordinasyonu artirirken, gdg¢menlerin
siiflandirilmasi ve izlenmesine dayali veri temelli denetim mekanizmalarini da derinlestirmektedir.
Bu durum, go¢ yonetiminin fiziksel sinir kontroliiyle sinirlt kalmadigini gostermektedir. Ayrica
dijital gozetim, veri analitigi ve algoritmik degerlendirme siirecleri iizerinden ¢ok katmanli bir
yonetigim alanina doniistiigiinii ortaya koymaktadir

Gerg¢ek Zamanh izleme ve Simir Otesi Veri Paylasimi

Tiirkiye, 6zellikle 2011 sonrast yogunlasan diizensiz go¢ akinlari karsisinda sinir giivenligini
giiclendirmek amaciyla hem gercek zamanli izleme teknolojilerine yatirim yapmis hem de siir dtesi
is birliklerini artirmistir. Bu kapsamda gelistirilen sistemler sayesinde, Tiirkiye’nin sinir bolgelerinde
gdcmen hareketlerinin takibi sadece fiziki devriyelerle degil, dijital gdzetim aglar1 ve veri paylagimi
temelli bir yaklasim ile ger¢eklestirilmektedir.

Gergek zamanli izleme kapasitesinin temel tasi, Tiirkiye’nin giiney smirlarinda kurulan
yiiksek teknolojiye sahip elektro-optik gozetim sistemleridir. ASELSAN tarafindan gelistirilen bu
sistemler; Sanliurfa, Hatay, Kilis, Gaziantep ve Mardin illerinde sinir birliklerine entegre edilmis ve
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24 saat kesintisiz gozetim saglayan Dragoneye platformlariyla desteklenmistir. Bu platformlar, 20
kilometre menzil i¢inde insan, ara¢ ve hayvan hareketlerini ayirt edebilmekte, GPS ve dijital pusula
destegiyle hedefin konumunu anlik olarak komuta merkezlerine iletmektedir (ASELSAN, 2021).

Bu sistemlerin etkinligini artiran bir diger unsur, goriinti isleme ve yapay zeka
algoritmalartyla desteklenen veri isleme yetenegidir. Ornegin, sinira yaklasan bir nesnenin insan,
hayvan veya ara¢ olup olmadigini ayirt edebilen yapay zekd destekli siniflandirma sistemleri,
sahadaki giivenlik birimlerine yalnizca goriintii degil; ayn1 zamanda duruma gore alarm seviyeleri
ve miidahale Onerileri de iletmektedir. Tiim bu sistemler, Jandarma Entegre Bilgi Sistemi (JABS) ve
Gog¢Net ile es zamanl ¢aligmakta; hareket tespiti, miidahale ve raporlama siiregleri tek bir dijital ¢ati
altinda birlestirilmektedir.

Sinir 6tesi veri paylasimi, Tiirkiye’nin 6zellikle komsu iilkelerle olan giivenlik is birlikleri
kapsaminda gelismistir. Tiirkiye, Irak ve Suriye sinir hattinda faaliyet gosteren giivenlik birimleriyle
koordinasyon i¢inde ¢alismakta; belirli operasyon bolgelerinde “Miisterek Veri Paylasim Noktalar1”
kurarak ortak tehdit verilerini paylagmaktadir. Bu noktalar, o6zellikle kacakeilik ve terdrle
miicadeleye yonelik sinir gecis hareketliligini izleme amac1 tasimaktadir. THA gériintiileri, hareket
sensoOril verileri, biyometrik tanimlama sonuglari karsilikli olarak paylasilmaktadir.

Tiirkiye’nin sinir Stesi veri paylasimi yalnizca bolgesel diizeyle sinirli kalmamakta, Interpol,
Europol, UNHCR ve IOM gibi kurumlarla da cesitli veri aligverisi protokolleri yiiriitiilmektedir. Bu
is birligi ¢erg¢evesinde, Tiirkiye'den sinir dis1 edilen veya yakalanan diizensiz gégmenlere iligkin
kimlik, parmak izi ve biyometrik veriler uluslararasi sistemlerle paylasilmakta; bu sayede 6zellikle
gbemen kagakeilig1 ve sinir agsan organize suglarla miicadele koordineli sekilde yiiriitilmektedir.

Gergek zamanli izleme sistemleri, sinir yonetiminde yalnizca olay sonrasi miidahaleyi degil;
ayn1 zamanda veri temelli 6ngorii ve risk analizine dayali 6nleyici giivenlik pratiklerini de miimkiin
hale getirmektedir (Koslowski & Schulzke,2018).

Ulusal giivenlik mimarisinin sinir 6tesi veri paylasimi ile nasil kiiresel bir gézetim agina
donistiigii, kurumlarin giincel operasyonel istatistiklerinde viicut bulmaktadir.

Milyonlarca gd¢mene ait biyometrik verileri barmdiran GOg¢Net gibi merkezi veri
tabanlarinin giivenligi, ulusal kritik altyap1 giivenligi kapsaminda degerlendirilmelidir (Erden, 2026).
Sinir asan siber tehditlere karsi bu veri aglarinin biitiinliigiinti korumak yalnizca teknik bir zorunluluk
degildir. Ayn1 zamanda siber caydiricilik stratejilerinin de temel bir bilesenidir. Veri sizintilarinin
veya sistem manipiilasyonlarinin ulusal giivenligi dogrudan tehdit edebilecegi gbdz Oniine
alindiginda, bu dijital altyapilarin ileri diizey sifreleme ve proaktif siber savunma mekanizmalariyla
desteklenmesi son derece kritiktir.

Bulgular, dijital sinir teknolojilerinin ulusal giivenlik uygulamalarini uluslararast veri
paylasimi mekanizmalariyla daha biitliinlesik hale getirdigini gostermektedir. Tiirkiye'nin uluslararasi
kuruluslar ve bolgesel is birligi mekanizmalariyla yiiriittiigii veri paylasimi uygulamalari, diizensiz
gb¢ ve smir asan suglarla miicadelede operasyonel kapasitenin artirilmasina katki saglamaktadir.
Bununla birlikte, simir &tesi veri paylasimimin kigisel verilerin korunmasi, veri gilivenligi ve
uluslararast hukuki sorumluluklar bakimindan dikkatle degerlendirilmesi gereken yonleri
bulunmaktadir. Bu ¢ercevede, dijital sinir yOnetisiminin etkinlik ile temel haklarin korunmasi
arasinda dengeli bir yaklagim gelistirmesi dnem arz etmektedir.

Yapay Zeka Destekli Giivenlik Yaklasimlar: ve Sosyal Biitiinlesme

Yapay zeka destekli go¢ giivenligi uygulamalari, gogmenlerin yalnizca sinir gegislerini degil,
ayn1 zamanda ev sahibi toplumla kurduklar iligskileri de yeniden sekillendirmektedir. Sosyal
biitiinlesme, bu baglamda yalnizca ekonomik katilim veya hukuki statii ile sinirli olmayan; aidiyet,
toplumsal kabul ve karsilikli giiven gibi ¢ok boyutlu bir siirectir (Castles vd., 2014).
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Yapayzekd temelli sistemler, bir yandan go¢menlerin kamu hizmetlerine erigimini
diizenleyerek idari entegrasyonu kolaylagtirmaktadir. Biyometrik veri sistemleri ve dijital kayit
mekanizmalari, bireylerin saglik, egitim ve sosyal hizmetlere erisimini daha sistematik hale
getirmektedir. Ancak bu siire¢ ayni zamanda gd¢menlerin siirekli izlenen veri Oznelerine
doniismesine yol a¢gmaktadir. Bu durum, gozetim literatlirinde vurgulandigi iizere, bireylerin
davraniglarinin veri temelli olarak diizenlenmesi anlamina gelmektedir (Lyon, 2001).

Yapay zeka destekli risk analizi ve profilleme sistemleri, gogmenleri algoritmik kategorilere
ayirarak yeni diglanma bigimleri iiretebilmektedir. Bu tiir siniflandirmalar, veri setlerinde yer alan
Onyargilarin yeniden iiretilmesine yol acarak belirli gruplarin sistematik bi¢imde dezavantajhi
konuma diismesine neden olabilmektedir (Eubanks, 2018). Bu baglamda gdé¢cmenler, yalnizca
fiziksel hareketlilikleri iizerinden degil, ayn1 zamanda djijital profilleri tizerinden de degerlendirilen
bireyler haline gelmektedir. Bu durum, gé¢gmenlerin ev sahibi toplumla kurdugu aidiyet ve giiven
iligskilerini de etkileyebilmektedir. Siirekli denetim altinda tutulmaya yonelik idari pratiklerin,
gbzetim literatiiriinde tartisildigr iizere, bireylerin kamu kurumlaryla kurdugu iliskiyi giivenlik
eksenli bir zemine tasima riski barmdirdig1 sdylenebilir. Ozellikle biyometrik kayzt, dijital takip ve
algoritmik degerlendirme siireclerinin yogun bi¢imde kullanilmasi, gégmenlerin toplumsal kabul
stireclerini gilivenlik eksenli bir ¢erceve iginde deneyimlemelerine neden olabilmektedir. Boylece
sosyal biitiinlesme, yalnizca hukuki statli veya hizmetlere erisim meselesi olmaktan ¢ikmakta; ayni
zamanda dijital gozetim ile toplumsal aidiyet arasindaki iligkinin yeniden sekillendigi ¢ok katmanli
bir stirece doniismektedir.

Gog¢ yonetimi, fiziksel sinirlarin 6tesine gegen ve bireylerin davraniglarini diizenleyen ¢ok
katmanli bir yonetisim alanina doniismektedir. Bu durum, sosyal biitiinlesmenin goniilli katilim
siireclerinden ziyade, gozetim ve uyum baskisi altinda sekillenen bir yapiya evrilmesine neden
olabilmektedir (Abdulvahitoglu vd.2025).

Yapay zeka destekli giivenlik uygulamalar1 sosyal biitlinlesme {izerinde ¢ift yonlii bir etki
iretmektedir. Bu teknolojiler, idari entegrasyonu kolaylastirirken aymi zamanda gozetim,
siniflandirma ve dislanma mekanizmalar1 araciligiyla toplumsal uyumu sinirlandirabilmektedir. Bu
nedenle sosyal biitlinlesme, teknik bir ¢ikti degil; giivenlik politikalari, teknolojik altyapilar ve
toplumsal iligkiler arasindaki etkilesimle sekillenen politik bir siire¢ olarak degerlendirilmelidir
(Koca, 2022).

Etik Tartismalar ve Gelecege Dair Sorgulamalar

Yapay zeka destekli goc giivenligi uygulamalarmin yiikselisi, sadece teknik verimlilik
acisindan degil, ayn1 zamanda insan haklari, veri adaleti, gdzetim toplumu ve yonetisim gibi ¢ok
boyutlu etik sorunlar1 da beraberinde getirmistir (Hristozov & Shishkov, 2017). Risk analizi, dijital
profilleme ve otomatik karar sistemleri gibi araglarin yayginlagsmasi, gdgmen bireylerin yasamlarinin
algoritmik kararlarla yonlendirilmesi anlamina gelmektedir (Eubanks, 2018). Ayrica, uluslararasi
alanda tartigilan iBorderCtrl gibi yapay zeka destekli sistemler, bireylerin masumiyet karinesi ve adil
yargilanma haklarim zedeleyebilmektedir (Goktepe, 2025).

Literatlirde, algoritmik giivenlik sistemlerinin bireyleri veri temelli risk kategorileri
icerisinde degerlendirdigi ve bu durumun dislayici giivenlik pratiklerini giiclendirebildigi ileri
stiriilmektedir(Amoore, 2006). Yapay zeka teknolojilerin sinirlari ve potansiyel doniisiimiiniin
degerlendirilmesi gerekmektedir (Beduschi, 2021). Yapay zekanin karar alma siireclerinde daha
fazla rol oynamasiyla birlikte, “agiklanabilirlik”, “hesap verebilirlik’ve “algoritmik seffaflik” gibi
ilkelerin uygulanabilirligi ciddi bigimde tartisiimaktadir (Wachter vd., 2017). Ornegin, bir bireyin
siir dist edilmesi gibi yiiksek etkili bir kararin neden alindig1 agiklanamiyorsa, bu durum sadece
bireyin temel haklarini degil, ayn1 zamanda hukukun stiinliigiinti de tehdit etmektedir. Avrupa Veri
Koruma Tiiziigli (GDPR), yapay zeka temelli otomatik karar siireclerine karsi bireylere “itiraz hakki”
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tanimaktadir. Ancak bu hakkin nasil isleyecegi ve teknolojik olarak nasil desteklenecegi hala
netlesmemistir (Veale ve Edwards, 2018). Etik gelecegin insasinda ayrica toplumsal katilim ve
demokratik mesruiyet kavramlari da kritik bir yer tutmaktadir. Go¢menlerin ve sivil toplumun bu
sistemlerin tasarimi, uygulanmasi ve denetlenmesi siireclerine dahil edilmesi, sadece etik yonetisim
acgisindan degil; ayn1 zamanda sosyal uyum ve barig¢il birlikte yasam agisindan da belirleyici
olacaktir. Teknolojinin yalnizca devletin giivenlik hedeflerine degil, aym1 zamanda bireylerin
haklarina ve toplumun biitiinsel refahina hizmet edecek sekilde yapilandirilmasi gerekmektedir
(Crawford ve Calo, 2016).

Tiirkiye’de yapay zeka temelli go¢ giivenligi uygulamalari, giivenlik politikalar ile insan
haklar1 normlar1 arasinda denge kurma iddiasi c¢ercevesinde gelistirilmektedir. Biyometrik veri
kullanim, algoritmik siniflandirma ve dijital gozetim uygulamalari; veri mahremiyeti, seffaflik ve
hesap verebilirlik a¢isindan 6nemli etik tartigmalar1 da beraberinde getirmektedir. Bu gercevede,
yapay zeka temelli go¢ gilivenligi sistemlerinin etik yonetigim ilkeleriyle ne dl¢iide uyumlu oldugu,
akademik ve hukuki tartismalarin temel basliklarindan biri haline gelmektedir. Teknolojik
gelismelerin sagladigr verimlili§in yaninda, veri gizliligi, aciklanabilirlik ve algoritmik hesap
verebilirlik gibi kavramlar da go¢ yonetiminin ayrilmaz bir pargasi haline gelmektedir. Tiirkiye nin
kurumsal kapasitesi ve mevzuat altyapisi, giivenlik politikalar: ile temel haklar arasindaki iliskinin
nasil dengelenecegi sorusunu daha goriiniir hale getirmektedir.

Sonug¢

Bu calisma, yapay zekd destekli smir teknolojilerinin Tiirkiye'nin go¢ yoOnetimi
politikalarindaki roliinii giivenliklestirme kurami ve dijital gozetim yaklagimi cergevesinde
incelemistir. Nitel arastirma yontemi kapsaminda gerceklestirilen dokiiman analizi sonucunda,
biyometrik dogrulama sistemleri, algoritmik risk analizi uygulamalar1 ve sinir 6tesi veri paylagimi
mekanizmalarinin Tiirkiye'nin sinir yonetiminde giderek daha goriiniir hale geldigi tespit edilmistir.
Bulgular, s6z konusu teknolojilerin diizensiz go¢le miicadelede operasyonel kapasitenin artirilmasi,
kimlik dogrulama siireclerinin hizlandirilmasi ve simir giivenliginin dijital araglarla desteklenmesi
bakimindan 6nemli islevler iistlendigine isaret etmektedir.

Arastirma kapsaminda elde edilen bulgular, yapay zeka destekli sinir teknolojilerinin teknik
kapasiteyi artiran araglar olmasinin yaninda go¢ yonetiminin veri temelli bir anlayisla yeniden
sekillenmesine katki saglayan uygulamalar olarak degerlendirilebilecegini gostermektedir. Bu
cergevede biyometrik dogrulama, algoritmik risk analizi ve veri paylasimi uygulamalarinin
giivenliklestirme siirecleriyle iligkili yeni yonetisim pratiklerini destekledigi soylenebilir. Bununla
birlikte, mevcut bulgular bu teknolojilerin gégmenlerin giindelik yasam deneyimleri iizerindeki
etkilerini dogrudan ortaya koymaktan ziyade, kurumsal politika ve uygulamalar temelinde
degerlendirme yapilmasina imkan saglamaktadir.

Calisma ayrica, dijital sinir teknolojilerinin yayginlasmasinin kisisel verilerin korunmast,
algoritmik seffaflik, hesap verebilirlik ve temel haklarin korunmasi gibi hukuki ve etik tartigmalari
da Dberaberinde getirdigini gostermektedir. Bu nedenle, yapay zekd destekli uygulamalarin
gelistirilmesi ve kullaniminda giivenlik ihtiyaglar ile insan haklan ilkeleri arasinda dengeli bir
yaklagimin benimsenmesi 6nem tagimaktadir.

Bu arastirma literatiire {ic acidan katki sunmaktadir. ilk olarak Tiirkiye'de yapay zeka
destekli sinir teknolojilerini glivenliklestirme kurami gercevesinde biitiinciil bigcimde incelemektedir.
Ikinci olarak biyometrik dogrulama, algoritmik risk analizi ve sinir Stesi veri paylasimimi aym
analitik cercevede degerlendirmektedir. Uciincii olarak Tiirkiye 6rnegini uluslararasi dijital gog
yonetigimi tartigmalariyla iligkilendirerek konuya giincel bir perspektif kazandirmaktadir. Bununla
birlikte, ¢aligma yalnizca kurumsal belgeler ve ikincil veri kaynaklariyla simirhidir. Gelecek
arastirmalarda gégmenler, uygulayici kurum temsilcileri ve diger paydaslarla gerceklestirilecek nitel
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saha arastirmalari ile nicel analizlerin birlikte kullanilmasi, yapay zeka destekli sinir teknolojilerinin
toplumsal etkilerinin daha kapsamli bicimde degerlendirilmesine katki saglayacaktir.
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ETIK BEYANLAR
Arastirma ve Yayin Etigi
Yazar(lar), bu makalenin 6zgiin bir ¢alisma oldugunu ve bilimsel aragtirma ve yayin etigi
ilkelerine uygun olarak hazirlandigimi beyan eder. Makale daha dnce herhangi bir yerde
yayimlanmamis olup bagka bir dergide degerlendirme siirecinde degildir.
Caligmada kullanilan tiim kaynaklar akademik kurallara uygun bigimde atiflanmistir.
Yazar(lar), caligmanin intihal, veri uydurma, veri tahrifi veya manipiilasyon igermedigini;
arastirma bulgularinin bilimsel diirtistliik ilkelerine uygun sekilde sunuldugunu beyan eder.
Yazar Katkisi
Tim yazarlar ¢alismanin tasarlanmasi, yiirlitiilmesi, analizi ve makalenin hazirlanmasina
onemli Olctide katki saglamistir. Tiim yazarlar makalenin son halini okuyup onaylamis ve
yayimlanmasini kabul etmistir.
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Cikar Catismasi
Yazar(lar), bu makalenin yayimlanmasina iligkin herhangi bir ¢ikar ¢atismasi bulunmadigini
beyan eder.

Finansal Destek
Bu aragtirma herhangi bir kamu kurumu, ticari kurulus veya kar amaci giitmeyen kurulus
tarafindan finansal olarak desteklenmemistir.

Yapay Zeka Kullanim Beyam
Makalenin hazirlanmasi siirecinde yapay zeka araglarindan yalnizca dil diizenleme, ceviri
destegi ve anlatim iyilestirmesi amaciyla simirhi 6lgiide yararlanilmis olabilir. Yapay zeka
araglar tarafindan yapilan ceviri ve dil diizenlemeleri yazar(lar) tarafindan dikkatle kontrol
edilmistir. Yapay zekad araclari calismanin bilimsel igeriginin, arastirma tasariminin,
analizlerinin veya akademik sonuglarinin olusturulmasinda kullanilmamigtir. Makalenin
igerigine iliskin tiim akademik sorumluluk yazar(lar)a aittir.

Telif Haklar1 ve izinler
Yazar(lar), telif hakki gerektiren materyaller kullanilmigsa gerekli izinlerin alindigim ve
caligmanin herhangi bir fikri miilkiyet hakkini ihlal etmedigini beyan eder.

Yazar Onayi

Tiim yazarlar makalenin son halini okuduklarini, onayladiklarini ve yayimlanmasini kabul
ettiklerini beyan eder.
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